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Abstract

This doctoral research examines the link between practices used for managing cybersecurity
threats and that of organizational resilience with emphasis on the financial services sector.
With rapid technological advancement, the organizations are faced with increased number of
cyber threats which are quite sophisticated and challenging, especially in industries where the
safety of information and the ability to conduct operations same time are essential. This paper
investigates effective cybersecurity risk management and how it enables an organization to
defend, respond to and recover from cyber incidents thereby augmenting the resilience of the
organization.

A mixed-methods research approach is adopted where surveys and interviews are conducted
for a wide range of industry’s players. The study utilizes some of the major theories of risk
management and organizational resilience by seeking to understand the impact of various
cyber security tactics including risk assessment, mitigation and risk monitoring on resiliency.
It is indicated that there is a strong positive relationship between organizational resilience and
increasing implementation of proactive cybersecurity practices, demonstrating how
management of risks using a strategic approach is vital to protecting assets as well as
conducting operations and protecting the trust of people.

The present chapter analyzes the implications of such findings from the perspective of theory
and practice comparing results with available literature and showing the gaps that this
research fills. The key insights in this regard indicate that mature cybersecurity frameworks
in organizations provide opportunities to comply with changing threats and various
regulations which in turn increases competitiveness. Further, the study reveals a number of
factors affecting resilience such as organizational culture, the commitment of top
management, and how cybersecurity is positioned among other risks and business activities.

Organizational recommendations focus on the need to implement a comprehensive model of
cyber threats and risk management within an organization, inculcating the spirit of security,
and committing financial resources to the acquisition of appropriate technologies and
processes that enable resilience. The research provides effective advice to decision-makers
and industry executives on how to enhance the arms of the sector in a systemic way by means
of collective actions and exchange of information.

Finally, the researchers identify the areas that could be pursued in future research including
the scope for longitudinal research that will address the issue of the time dependent
performance of barriers to cyber resilience and the generalization of universal resilience
indices in relation to cyber security.

The contribution of this thesis to previous research is in giving details about the relationship
that exists between the management of cybersecurity related risks and organizational
resilience, both of which are essential in improving security management practices within the
financial services sector and other sectors.
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1. Introduction

1.1 Background of the Study

The digitalization process across the world is so fast that it has revolutionized how different
kinds of organizations carry out their work with particular emphasis on the financial services.
A growing number of banks, insurance companies, and investment firms depend heavily on
various information technology (IT) system to safeguard confidential information, conduct
numerous transactions, and carry out service delivery to clients globally. However, it is this
high dependency on the technology that has opened up avenues for attacks on the financial

industry.

Cybersecurity within the financial houses has become a key issue, particularly because a lot
of the business operation in that sector often exposes them to data breaches, internal and
external frauds, and even ransomware attacks. The financial network supports such individual
institutions and as a consequence when one of them is the target of a cyber attack, the entire
network is prone to colapse. Hence, it becomes apparent that managing such a risk
professionally by financial institutions is not purely for the benefit of the institutions but in

the large scale helps maintain order in the international financial system.

Cybersecurity risk management in the financial services sector is a multifaceted process that
involves recognition of identifiable threats, determination of vulnerabilities and provision of
measures to ensure safety of the assets and information. It demands collective action among
various functional areas, such as the IT, risk and compliance and management bodies. Due to
the change in scenarios and especially the improvement in cyber criminal practices, financial
facilities are still unable to fully address these relationships even with the great financial

commitment towards cybersecurity.



However, organizational resilience is increasingly being defined as the capacity to predict,
prevent, manage and recover from any kind of crisis. For them, resilience means not only
post-event recovery from a cyber incident but also trust enhancement against future risks to
customer data and availability of essential services. Even when many researches have tackled
the case of cybersecurity technical dimensions, there is more need to get where these
inclusions are, on the overall perspective of the institution’s robustness especially in the

aspect of finances.

This study seeks to find out how the cybersecurity risk management processes contribute to
an organizational resilience towards financial services. Since the two disciplines in question
are quite critical, the research tries to examine the link between them in order to come up
with contributions that may assist financial institutions regarding threats posed by cyber

space and thus foster their resilience within a more intricate and interconnected cyberspace.

1.2 Problem Statement

With increased value of assets and information within the financial services sector, it
becomes more attractive for cybercriminals who target such an industry. Even with growing
investments in cyber security, the financial institutions always face some level of disruption
due to cyber attacks. These attacks cause losses but even more concern are the loss of

customers and reputations, and in some instances, the entire financial system faces collapse.

Most of the previous studies have emphasized the technical side of cybersecurity, which
covers improvement in security technology and carrying out compliance programs. However,
there is a lack of appreciation of how such cybersecurity activities contribute to the
organization’s resiliency especially within the financial services sector. What is not clear in
the existing literature is how practices in cybersecurity risk management can aid in enhancing

an organization's preparedness and recovery from cyber threats.
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This study, therefore, seeks to fill that gap by exploring the association between cybersecurity
risk management practices and organizational resilience within financial institutions. In
particular, it aims at determining which internal system changes, practices and policies are
useful in strengthening institutional resiliency against cyber attacks and the ways those
changes can be implemented in order to reduce the effects of the attacks. This study will be
useful in understanding strategies of financial institutions which are faced with increasing

cyber threats.

1.3 Purpose of the Study

The overriding aim of the study is to investigate how cybersecurity risk management
practices affect organizational resilience in the financial services industry. The specific

objectives are as follows:

e To identify and categorize the specific cybersecurity risk management measures
employed by financial institutions.

e To evaluate the effect of these practices in relation to various aspects of organizational
resilience such as operational continuity, innovation and recovery.

e To examine the challenges faced by financial institutions in integrating cyber risk
management practices within the resilience framework.

e To propose a set of practices that can be adopted by financial institutions to improve

their resilience against organizational structures breakdown due to cyber risks.

1.4 Research Questions

The study focuses on the following research questions:

e What are the most common practices of cybersecurity risk management among

institutions in this sector?



e To what extent do these practices affect various dimensions of organizational
resilience such as continuity of operations, flexibility, and the restoration of normal
operations after a disruption?

e What issues do financial institutions face in trying to align cybersecurity strategies
with risk management processes?

e What measures need to be taken by financial institutions to improve the effectiveness
of cybersecurity risk management with the interest of increasing overall resilience

within the institutions?

1.5 Significance of the Study

This particular research is important to a myriad of participants including people engaged in
academic research, financial institutions, government regulation agencies, and the entire

financial services landscape.

To start with, the research adds to the body of knowledge by offering relevant skin to the
bones of understanding the intersection between cybersecurity risk management and
organizational resilience, a context that has inadequately been explored. This is because it
specifically centers on the financial services sector and therefore provides finding that can be
utilized for future studies and more specific theoretical models applicable and relevant in

high-risk sectors.

This research addressed the concerns of practitioners in financial institutions on the issues
highlighted. As the evolution of cyber threats is a constant factor, it is important for a
financial institution to be equipped to counter such threats, protect the activity of the
institution and the information of its clients, and observe, meet and even exceed the
requirements of the laws on a continuous basis. With the knowledge gained from this

research, the financial industry will understand the most useful measures to adopt in
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cybersecurity and learn out how such measures can be used to strengthen the resilience of the

institution into cyber incidents.

At the same time, the results of the study may be useful for legislators and bodies regulating
economic relations. Since most of the risks associated with cyber terrorism relate to financial
institutions at least practitioners are focused more on the problem of ensuring such
institutions sustainability for that reason. Findings suggest that these issues could be
investigated far more thoroughly and insurance issues addressed regulatory instruments,
guidelines, and other available measures designed to enhance the sector’s cybersecurity and

resiliency.

As it is also the case that this study has used some abstract categories in this case study; it
deserves attention for issues of recent tolerance of consumers to risk. By enhancing the
resilience of financial institutions, this research contributes to the deeper goal of continuity of
the working of the financial system and safeguarding the needs of people and businesses

across the globe.

1.6 Scope of the Study

The study mostly limits its outreach to organizations in the financial services sector. Unlike
the other parts of the study which concentrate on a particular country or region, this part is
wide and takes into account the global nature in which the financial service industry is
situated. The research will in particular target the financial institutions that are availed with a
medium to large capacity, such as banks, insurance corporations, and investment institutions,

which have already established cybersecurity risk management process.

While the study extends to various aspects of the organizational factors, including operational
resilience, inherent structural adaptability, and potential recovery from adverse effects,

individual or community factors, such as psychological resilience and community resilience,
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remain an out of scope factor. The study will use both qualitative and quantitative approaches
whereby surveys will be used to gather quantitative data and interviews will be conducted to
elicit qualitative information from the people in the financial services industry. The research
will also be integrated with the other approaches by examining how the attitude regulatory
and other relevant industry variables affect the establishment of cybersecurity risk

management practices.

1.7 Definition of Key Terms cy Risk Management

e Cybersecurity Risk Management: A systematic approach towards recognizing the
identification, analysis and prioritizing of the pertinent cyber risks which are related
to information systems and their structures within an organisation especially in the
context of the financial services sector.

e Organizational Resilience: It refers to the preparedness of a financial institution to
foresee, plan, act and recover from undesirable events in ways that guarantee
continuity of critical operations and services in the event of any disruptions.

e Operational Continuity: This means the ability of a financial institution to
characterize and present its key activities and services during and after a disruption,
making sure that there are no major effects to clients and stakeholders.

e Adaptability: This is the capability of a financial institution which focuses on an
organization’s measures to reform its methods or business in connection with a
change in settings or an arising danger promoting the institution’s fortitude.

e Recovery Capabilities: This refers to the ability of a financial institution to return
normalcy of its operations and service delivery after an interruption, including making

sure the data, system and trust of the customers are recovered.



1.8 Structure Of The Thesis

This thesis comprises of six chapters. Chapter One presents the context of the study by
touching on the background, problem, research aims, and research questions that are
explored. Chapter Two reviews all the available academic literature on cyber risk
management and organizational resilience particularly in the financial services sector.
Chapter Three explains the research methods used in this study including research design,
data gathering, and data analysis. Chapter Four presents the findings of the research carried
out focusing on the data obtained from the financial services organizations. Chapter Five
interprets the research findings against the backdrop of other published studies while
addressing the contribution of the research to both practice and research. Finally, Chapter Six
wraps up the thesis and offers suggestions to the financial institutions, policy makers, and

areas for further studies.



2. Literature Review

2.1 Introduction

In an information technology age, defences against cybersecurity risks have gained
significance in organizations irrespective of the industry. This applies especially to the
financial services market, which has obligations that are very high. Cyber threats are posed to
the integrity and the privacy of the organizational data, the operations and reputation of the
organization as a whole. Due to the persistent and emerging nature of cyber threats, many
organizations have been forced to implement sound practices aimed at the management of
cyber security risks. These are aimed at prevention of occurrence, assessment of the

likelihood and the impact of such risks and taking preventive measures against the risks.

This chapter looks at the rich content reviewed in relation to the cybersecurity risk
management literature and organizational resilience scholarship. In particular, the focus is on
the ways through which organizations especially in the financial services market can build
their resilience to cyber risk. Resilience, in this case, means the ability of an organization to
foresee, prepare for, respond to and recover from a cyber event without compromising the
primary functions of the organization or minimizing the negative effect on the operations of

the organization.

This chapter has been designed in such a way as to offer a comprehensive account of the
most important aspects, starting with the basic principles relations of the chapter and cyber
security risk management. It consists of an analysis of cyber risk management and the
relevant practices of cyber risks strategies that are put in place. Then, the focus shifts to
defining the absence of harm and the term organizational resilience. This is, its respective

definitions along with the key factors that determine it. The chapter ends with the



effectiveness of the cyber security risk management principle in fostering the resilience of an

organization at risk of cyber threats.

With this literature review and discussion, this chapter seeks to bridge the gap between
cybersecurity risk management and organizational resilience. It also aims at and provides
organizations with the understanding needed in order to increase their chances of not only
living through the ever more complex and volatile cyberscape but also taking the fight to the

enemy.

2.2 Concept of Cybersecurity Risk Management

Cybersecurity risk management encompasses all the processes undertaken by organizations to
safeguard and manage their information assets with a view of ensuring their business
activities are not interrupted by any contemporary cyber threats. Information and
communication technologies turn out to be part and parcel of the business world today;
therefore the risk outlook has been broader than before, hence making Head of organizations
heavenly bear the brunt of the risk management policies. In simpler terms, the acknowledge
contest revolves around psychological processes that can classify the sequence of steps which
include: recognizing, assessing or prioritizing risks which can bring negative effects on the

information security apparatus of the specific organization.

More simply, cybersecurity risk management entails identifying negligence or weaknesses
that can be found in information technologies given the organizational setup; assessing the
probability of risks which are based on threats to be posed towards the weaknesses and
putting in place actions in order to lessen possibilities or consequences. Another aspect
regarding management is classical risk management in relation where risks target financing
or operations within the anti-terrorism strategy. These are the three major combined into an

acronym known as the CIA triad, which dominated concepts of information security.
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Confidentiality refers to the prevention of unauthorized access to proprietary information.
This type of mitigation strategy is important particularly in case of such realm as finance or
healthcare or governmental institutions where legal or financial adverse impact may arise out
of unauthorized release of data. Integrity stands for the quality and trustworthiness of the
conducted data, meaning that any unauthorized modification of the record does not take
place. Finally, availability guarantees that those who have the privileges for information and
systems will be able to use them whenever required which is important in order to promote

business continuity.

The need for employing criminal justice system has further been heightened by the changes
that have come with the nature of the cyber threats. The cyberculprit keeps on improving the
succumbing methods of warfare like the Forge phishing, ransomware, and the more advanced
APTs and zero-day. As these threats become more advanced, so also do the means of

managing the risks related to these threats.

For effective management of cybersecurity risks, an organization essentially needs to have
knowledge about its information resources as well as information risk factors involved. This
is done through particular processes which include risk identification, assessment of the risk,
and finally risk treatment. These processes in their own right are all part of the concept of
cybersecurity risk management and are meant to enable organizations to put in place
measures to firstly, prevent cyber-attacks, detect any attacks that may take place, as well as,

manage any incidents of threats that are directed towards the organizations’ systems.

In addition, cybersecurity risk management does take a definition as it is a continual
management process, hence the need for regular evaluation and adjustment. This is very
relevant in the domain of financial services where technology remains dynamic and the

context ultra sensitive. More so in this case, financial actors are in constant cauldron of
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compliance and legal obligations, technology and new and more technology, while their
business development process needs to include risk management activities, namely risk
management of cybersecurity risks that has become another part of basic risk management

process, above all, in financial services businesses.

Moreover, cybersecurity risk management and organizational resilience should be seen as
closely related and complementary principles. It has been discussed that the core purpose of
undertaking cybersecurity risk management activities is to safeguard the physical and digital
information assets from being compromised and the operations from interruptions, however,
this aspect within traditional information security management also assists in improving the
organization towards recovering from cyber threats. By properly implementing cybersecurity
risk management practices, organizations are able to avoid the effects of such intrusion and

recover rapidly so that their operational resilience is not affected.

In conclusion, cybersecurity risk management principles are as well inclusive identification
of obstacles and threatening situations, appraisal of their probability and management of the
setbacks. It is never-static and a perpetual activity in order to ensure privacy, sensitivity and
accessibility of data especially to the industries of financial services whose implications of a
cyber attack are far-reaching. As organizations face a myriad of cyber threats, their
approaches toward the management of these risks must also change so that those exposed to

these threats remain standing.

2.2.1 Assessment of Cybersecurity Risks

A cybersecurity risk assessment forms an integral part of the broader context of managing
risks in cybersecurity. It is the process of grappling with the elements of the organizational
information systems, the organizational information processes and assets, to determine the

risks associated with their security, integrity, and availability. The central objective of a
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cybersecurity risk assessment is the need to help the decision-makers in identifying which
areas of the organization’s security policies should be stressed upon and which can be relaxed
in order to protect the critical assets of the organization from any possible risks that have to

do with the cyberspace.

Significance of Cybersecurity Risk Assessment

In today’s world which is so much dominated by technology and where a lot of cyber risks
are available, the cybersecurity risk assessment is the cornerstone of any security system. It
helps organizations identify the security gaps from their IT systems and the level of risk
posed by different threats arising from the cyber space. Continuous and comprehensive risk
assessments help organizations to correct deficiencies, minimize the occurrence of cyber

events, and adhere to appropriate rules and regulations, overtime.

In addition, it is important to note that assessing cybersecurity risk is not only the recognition
of threats but also the examination of total risk exposure to a threat. This system allows the
organizations to distribute the risks effectively, i.e. the right amount of resources to the right
security measures, and formulate strategies to implement for risk reduction purposes. Failure
to conduct extensive risk appraisal may lead these organizations to be overexposed and thus
experience cyber-attacks that may result to losses of enormous magnitude, damage the

organization’s standing and also lead to penalties.

Steps in Cybersecurity Risk Assessment
The steps mentioned above are the few that will prevent a thorough evaluation of possible
risks from ever occurring in a typical cyber risk assessment. There are specific procedures

followed when undertaking any of such tasks and these include;
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Asset Identification and Valuation: The first step in a cybersecurity risk assessment
is to identify the organization’s critical assets including, hardware or software, data or
information, and network or internet infrastructure. These assets will be the focus of
any cyber threat, hence their security is very critical to the functioning of the
organization. After such assets are identified, they are then placed on an evaluation
scale backed with facts on the worth of these assets to the organization. This valuation
takes into account how sensitive the information is together with the loss related

issues, and finally how critical it is for business operation.

Assessment of Threats: Once assets have been identified and their relative value has
been placed, the next logical step is to determine the potential threats that have the
capability to exploit the weaknesses that may exist in these assets. The nature of
threats may be in the form of cybercriminals, insiders with malicious intentions,
nation-states, and naturally occurring disasters. There are a number of common cyber
threats, including but not limited to, phishing, ransomware, denial of service (DoS),
and advanced persistent threats (APT). Indeed, the types of threat sources as well as
threat activities is important in determining the likelihood of occurrence and the

degree of consequence.

Assessment of Vulnerabilities: Vulnerabilities refer to inherent weaknesses that are
present in the information system or in processes of the organization which any threat
could exploit in order to gain access without any permission or do damage. These
vulnerabilities are one of the most important elements that are evaluated during the
risk assessment. For example, vulnerabilities can take the form of outdated software,
physical or logical systems with wrong settings, inadequate password security or

reckless password policies. Methods such as vulnerability scanners, penetration
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testing, security audit, et cetera are the standard ways of finding and assessing these

weaknesses.

Risk Analysis: There is much emphasis in risk analysis on the probability and
possible effects of threats being utilized given the vulnerabilities that have been noted.
This stage is very important in knowing the overall risk level and therefore assists in
deciding on the risks that require the most attention. Risk analysis can also results in
either quantitative or qualitative analysis. Quantitative prescription provides
numerical values that quantify risk, while qualitative analysis provides the severity
and likelihood of risk being envisaged risk management. It is imperative that both the
occurrence probability, and the effects caused, including loss of money, loss of

credibility, or being legally accountable for damages, be taken into account.

Risk Evaluation and Prioritization: After this analysis of risks, the risks that are
remaining are then classified and ordered from the most severe to the least. High
priority risks are those risks that potentially endanger critical assets of the
organization and need to be dealt with as a matter of urgency. This stage guides
organizations in risk ownership is optimal, concentrating efforts on the uppermost risk
exposure in the risk hierarchy. It also guides the formulation of risk reduction
measures, which and induction measures, which and induction measures, designing

how these prioritized risks may be contained or controlled.

Risk Reporting and Communication: Are there any more steps on risk reporting
and risk communication after risk evaluation? Any consistent decision on risk
evaluation and communication must be predefined in almost every risk reporting
process It makes reports on all the risks identified along with the circumstances which

induced them, possible effects, and what can be done to prevent this. It employs
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persuasion as the most effective means of transfer of information This step also
encompasses the action of incorporating the findings of the risk assessment into the

general risk management practices of the organization.

Challenges in Cyber Security Risk Assessment

On the other hand, risk assessment with regard to cyber security though a very important
aspect is faced with difficulties. Most important is the changing nature of the threats posed.
Everyone is aware that cyber threats are more high tech and advanced than before which
makes it very difficult for companies to anticipate the risks. Also, information technology’s
modern day configurations which are composed of networks and use of other parties makes

the process of risk assessment even more complicated.

A further challenge involves how and where the necessary information is sourced for the
purposes of performing the assessment. Most organizations require the most reliable data that
entails vulnerability info, data on possible threats and historical incidents to perform a
thorough risk assessment. Unfortunately, searching, and evaluating these kinds of data can be

costly and very tedious.

We also face the dilemma of ensuring security while being responsive to business
requirements. It is important to ensure safety and protect the assets of the organization from
any possible loss; but too much of it can negatively affect business processes and efficiency
in general. Cybersecurity risk management therefore has to ensure that the level of safety is

appropriate to allow the business to exist.

Conclusion
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In conclusion, conducting a cybersecurity risk assessment is a critical step as it allows any
organization to acquire information that can enable it to handle its essential vulnerabilities —
cyber threats. Organizations can protect their assets, especially from cyberattacks, and
improve their productivity and security through timely identification, evaluation, and ranking
of risks into actionable measures. It can be stated that workable, though not easy, risk
assessment enables us to cope with the vastness of the cyberspace and the need for
organizations to keep operating amidst the progression of the information age, thanks to

cyber threats

2.2.2 Risk Mitigation Strategies

Risk mitigation techniques are the key elements of a cybersecurity risk management
framework. Following risk identification and assessment, organizations need to create
additional techniques to lower these risks to the level which is deemed acceptable. Risk
mitigation or risk treatment takes on several actions to contain, to alleviate the consequent
losses of an event or the vulnerability of a system to the effects of a hostile environment. This
sector seeks to elicit the various risk mitigation strategies that are employed in organizations,

mostly in the financial services sector, that would at least protect them from cyber threats.

Types of Risk Mitigation Strategies

Broadly, risk mitigation strategies are of four main types, namely, risk avoidance, risk
reduction, risk transfer and risk acceptance. Each of the risk mitigation strategy presents a
distinct management of cybersecurity risk and hence the need to employ a mix of these

approaches for effective management.

1. Risk Avoidance: Risk avoidance means discontinuing activities or processes that
increase the exposure of the organization to cyber threats in any way. Adopting risk

avoidance strategies enables an organization to eliminate certain risks completely. For
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instance, in most Eng. softwar46e10251240g3120 this organization si not risk fudging
information by dedic8ing physical assets to such places having none security protects
from fetching sensitive information. Although risk avoidance is efficient in resolving
particular risks, the main downside is that it may constrain the business opportunities
or increase the operational risk, that is why it is not so widespread in fast moving

business environments.

Risk Reduction: Risk reduction is the most commonplace found strategy which
includes taking steps to increase the chances that an occurrence or consequence of the
cyber incident is less. This approach covers a number of both physical, technical and
HR measures which are aimed at improving the protection of information systems.
The table 14024, alludes to the various actions which have internal and external
scope. Examples include: Implementing Firewalls and Intrusion Detection Systems
(IDS): Such applications are installed with the aim of regulating intra-network
communication as well as external networking according to established policies.
Firewalls and IDS work towards preventing improper access to a company’s computer
network and spying on its activities. Regular Patch Management: This is a basic rule
every organization ought to observe as it is about making sure that relevant programs
have the latest version on network systems. Regularly updating of such software to
eliminate vulnerabilities which most efficiently target by attackers is what is termed

as patch management.

e Encryption: The author of this is recommending that users should encrypt
certain types of information so as to prevent unauthorized individuals from
accessing or altering the information even in the event of an interception.
Encryption protects data that is actively moving within networks and

stationary data as well.
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e Multi-Factor Authentication (MFA): Further, MFA comes in handy by
making a user offer different or multiple methods of identity verification
S0 as to gain access into systems or information of sensitive nature. It
lessens the chances of having unauthorized access when one set of
credentials is compromised.

e Security Awareness Training: There is a need for employees to be
trained on the best techniques of protecting themselves online that includes
phishing, social engineering, and other methods of attack which are
internet related as this lowers the chances of successful attacks
considerably. Such training should not be done only once and must meet
the needs of the organization at that point in time.

e Data Backup and Recovery Planning: Having critical data backed up on
a regular basis and having a structured disaster planning strategy means
that an organization is able to mitigate the impact of a cyber event based
on the time to elapse before the organization can be fully operational

again, and the data loss.

3. Risk Transfer

o Risk transfer is the process whereby risk is passed onto some other party through insurance
or outsourcing. Cyber policies generally assist in financial compensation for losses from
events of cyber nature like ransomware attacks and data theft. Organizations can effectively
minimize the effects of cyber incidents on their operations by transferring the financial
consequences of the incident to an insurer. At the same time, organizations are able to
delegate some security tasks, for instance, to managed security service providers (MSSPs)

who take care of the business’s security needs on a day-to-day basis.
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4. Risk Acceptance

o However, there are instances where organizations may choose to incur certain risks if the
effort put into controlling the risk is irrational relative to the consequences. Risk acceptance
is where an individual or organization measures the risks and makes a judgment in favor of
allowing a certain risk without making any efforts to reduce it. This approach is usually
applied to the activities whose risks are considered to be manageable or where there is little
risk of the occurrence of the risk. Nonetheless, risk acceptance should be properly understood
and well documented where top executives are fully cognizant of the possible outcomes such

that the acceptance is well justified.

Applying Risk Mitigation Strategies
Applying appropriate risk mitigation strategies requires an orderly process which is embraced
by the organization’s risk management structure. The following steps can be observed in the

process of formulating and implementing risk mitigation strategies:

1. Rimon Risk Management Process: Risk assessment and thus strategy formulation
do not automatically occur after the risk mitigation measures. Organizations have to
evaluate the extent of the risks featured and internalize what could be done by the
organization in a detailed manner. The high priority granted to some of the risks is
significant because it helps in mitigating the risks by applying the most stringent

measures towards them.

2. Choosing the Correct Measures of Risk Mitigation: There is a lack of universally
acceptable measures on risk prioritization. After risk prioritization, the organizations
have to choose appropriate risk measures that are consistent with their risk appetite
and business objectives and resource base. The measures selected should confront the

particular inadequacies or dangers pointed out in the risk assessment stage. A good
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practice is to address all the measures against a strategy in terms of their time frame in
achieving the most degree of protection for the organization as the risk environment

changes.

Mainstreaming Mitigation Measures into Business Processes: The management of
risk mitigation should become an integral part of the business processes and
operational flows of the organization. Such integration requires cooperation of it,
security and business units so as to implement security controls without affecting
normal process flow and business efficiency. Integration also includes efforts aimed at
changing the existing policies and procedures to accommodate the new additions in
the level of security and ensuring the personnel are well informed on how to

implement them.

Undertaking Continuous Monitoring and Improvement: Practicing cybersecurity
measures is not a static and inert activity; it is rather dynamic and risks evolve over
time with the developing threats. There is an inevitable need for the organizations to
evaluate and assess the degree to which the actions taken have worked and make
changes wherever necessary. Periodic assessment, auditing, and testing of security
systems help to highlight the shortcomings that ought to be corrected. Furthermore,
organizations should keep up with the changes in the field of cybersecurity that could

provide useful information on how to decrease risk levels in the future.

Recording and Reporting Mitigation Activities: All the measures taken for the
reduction of the risk should be evaluated and described along with the reasons behind
implementing those measures and achievement gained from their implementation.
Documentation captures the profile of the security of the organization and can be

useful also in proving adherence to legal obligations. Interaction with the interested
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parties, such as top management, employees, and outside partners, is also necessary in
order for the people to know the organization’s risk mitigation plan and how they will

contribute to its effectiveness.

Obstacles to the Implementation of Risk Mitigation Strategies

However necessary risk mitigation strategies can be; organizations encounter a number of
issues regarding their execution. The first problem is the pace at which the threat is changing
which means organizations have to perpetually revise their mitigation measures and
strategies. Slowly changing with new threats may be a resource devouring problem because it

may need a good level of commitment in technology, personnel, and training.

Another problem is the degree of security versus the need to conduct business. Very high
levels of security controls can hamper the productivity of users and make them unhappy. The
need for securing assets does not mean that there is no need for carrying out business

activities. There should be proper strategy and integration of security and business efforts.

Furthermore, engaging third-party vendors creates added difficulties of risk management
when pursuing risk minimization. Organizations have to ascertain that the vendors employ
proper security measures and that third party risks are properly managed. This mainly
requires conducting periodic security vetting of the vendors and incorporating cyber

requirements in the agreements.

Conclusion

Risk mitigation is one of the components of managing security risks which all prudent
organizations embrace, and concerning this aspect, there are several risk mitigation measures
aimed at reducing the probability of being attacked and eThe impacts of cyberattacks.

Information systems are constantly under threats that are exacerbated by organizational
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changes driven by a growing reliance on going forward. It is no longer a question of if, but
when organizations will come to understand the importance of managing risks due to modern
cyber threats. Creating and implementing a plan to lessen risks can surely improve a

company's protections against online threats, making it tougher to breach.

2.3 Organizational Resilience

Organizational resilience is the ability of an organization to endure, accommodate, and
recover from internal and external disturbances and negative events, while operatively
protecting its core mission. It is no longer a secret that resilience has become an important
aspect of gloomy survival and growth in this age of terrible threats, including cyber threats,
catastrophes and Covid-19. This part will present and clarify the definition of organizational
resilience, define its importance and identify the attributes of an organization where resilience

is characteristic especially in the industry of financial services.

Importance of Organizational Resilience

Today, thanks to the intensive linkage of all parts of the world and rapid advances in
technology, increasing attention to risk has become obvious and extreme. The impact of a
disruption can extend into very many areas for institutions in the economy and society such
as financial institutions that are key. Such being the case, organizational resilience is above
and beyond bouncing back from a calamity; it also means revising one’s strategies in order to

envision any circumstantial limitations.

Key Drivers of Organizational Resilience

Threat Landscape Increased: This is because the nature of data within the financial services
sector is sensitive and valuable and thus makes the financial services sector a hot ground for

cyber criminals. As attacks from hackers increases with time, more organizations are

22



compelled to improve upon their resilience in curtailing the real threats of data breaches,

fraud, and other cyber issues.

Regulatory Requirements: Regulation has ensured that resilience in the financial services
sector is very critical and for this reason several regulations have been designed to ensure that
institutions remain resilient and recover from an attack. In the case that such regulations are
met, the institution will be protected in addition to contributing towards the credibility and

endurance of the economy.

Market Competitiveness: Customers, investors, and lenders prefer organizations that can
withstand unexpected scarcities of supply in the market. In the current business environment,
investors, partners, and customers are fond of such organizations that show resilience, and
therefore these organizations stand a better chance of retaining them. Stakeholders draw

comfort that the firm will continue to serve them even when in hard times.

Operational Continuity: Operational continuity remains the major concern for any
institution and especially for the more due to intense competition in where financial
institutions operate. Operational disruptions bring about costs in terms of lost revenues, a
tainted image, and a tarnished customer portfolio. Resilience improves the chances that key
processes will either be sustained or restored rapidly, preventing significant down time and

hence the effects and costs that are incurred during such down times.

Core Elements of Organizational Resilience

Frankly, developing and maintaining organizational resilience involves more than merely a
superficial level approach. It alerts us to the fact that more elements, and of unique

importance, should be incorporated in the building blocks.
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Leadership and Governance: The creation of a resilient culture in any organization will be
heavily reliant on effective leadership. Resilience should be a concern in strategizing and
decision making, such that it is a core and integral part of the firm in its scope and objective.
Governance structures should also promote the efforts towards resilience through the
assignment of obligations for risk management, business continuity planning, and crisis

management.

Risk Management: Resilience begins with an effective risk management framework that
permeates throughout the organization. This refers to measuring, evaluating and controlling
the likelihood of occurrence of risks which may hinder the operations of the organization.
Proactive management resides in constant risk analysis and risk model verification, which
allows an organization to respond to factors that could threaten its effectiveness and advance

remedies to such factors.

Emergency Management and Business Continuity Planning (BCP): Utilization of the
definition of Business continuity planning within an organization is significant in the context
of expecting or having future interruptions and therefore the organization’s ability to function
where it is required to do so despite such interruptions. A BCP is very useful in strategic
planning as it comprehensively focuses on the continuity of operations, disaster recovery, and
communication. Testing and updating these plans periodically is crucial in determining the

continued viability of the plans in adapting to new challenges.

Speedy decision making and responsiveness: There is a high learning curve in dependence
on using organizational processes, but in resilient organizations flexibility is on the high
usage since they efficiently and quickly shift from one situation to another. This requires a
dynamic organizational structure which facilitates quick decision making and distribution of

resources. Apart from that, agility extends to the abilities of encouraging creativity and
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progressive development in the organization so as to deal with future challenges or readily

available chances.

Introspection and culture building: A design that is robust and reliable has to depend on
the choice, involvement and passion of the employees of the organizations. In order to
achieve that kind of culture, employees have to be trained and empowered to detect and act
when there are incipient threats. Instilling an audience in nurturing a swift comfortable
co-operation as well as development within their mental readiness to take hold of changes
advancement will make sure those employees will support the organization’s resiliency

efforts.

Technology and Infrastructure: Modern society has come to appreciate its assets solely
through use of the stake technologies, and this is within their control as a matter of resilience.
Even during a disruption, it is important to ensure that there is a degree of operational
continuity and that the security, reliability , and redundancy of the IT systems is adequate and
even deployed. This includes using cybersecurity tools, acquiring and executing disaster
recovery instruments, as well as the processes of backup of data. Moreover, companies
should also go for practical strategies that enable flexibility and growth while supporting the

efforts towards quicker recovery.

Supply Chain and Third Party Resilience: With external partners and suppliers becoming a
huge part of organizational structures, supply chain resilient organizational structure should
be put, and expected in the near future. It is readily apparent that the supply chain is a brain,
without which the healthy functioning of organizations is impossible. Companies need to
better understand the robustness of their supply chains including How resilient a supply chain

may be in terms of the utmost important suppliers and what are the risks of using third-party.
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Communication and Crisis Management: Unless there is proper and useful means of
communication in place or practiced, chaos is bound to reign in crisis. Resilient organizations
congregate the right people to manage their communications with stakeholders such as
employees, customers, regulatory bodies, the media, and all others during difficult times.
Measures to safeguard the internal and external systems of communication should form part
of crisis management. To make sure that an organization is in a position to carry out both

response and recovery activities and effective communication plan needs to be established.

Presence of numerous additional benefits, as to organization resilience building and its return
to normal operations, that go further than guaranteeing the organization’s post-crisis function,
were established to include one's commitment to being a more adaptable organization. No
organization remains stagnant as there are opportunities for growth. Among the noted

benefits include:

Overshot Stakeholder’s Expectation: Stakeholders’ confidence is largely dependent on
how resilient the organization is. This includes consumers of the organization’s products and
services, the investors who seek reasonable assurance and safety from their returns and the

regulators who require that standards are adhered to.

Handy edge over Competition: Competitors in the business may find resilience to be a
useful tool in winning several markets. When an organization is known to be resistant against
market shocks, it wins many business especially in industries that seek such dependability

and consistence.

Growth that is gradual and steady: By enhancing resilience, the organizations are
positioned to withstand the vagaries of the market going forward — not any one market, but
scope of the market. This includes looking for new opportunities in the evolving market,

dealing with a new type of regulation, and managing risks from new technologies.
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Long Term Stability: In the end, resilience also enhances the long-term stability of an
organization. By preparing for and controlling these events, organizations can mitigate all the
potential impacts of things like unplanned outages, loss of confidential data, and other

business-altering events.

Conclusion

Organizational resilience is a complex term which encompasses preparing, responding, and
recovering from challenges and disturbances. It is not just a way out; rather it encompasses
strategy formulation and implementation in all ways even in the dynamic environments. In
the case of the entities providing financial services, where the risks are on a higher index and
the scope is layered, operationally active resilience becomes necessary for providing
operational support, safeguarding the stakeholders, and accomplishing future targets. It is
essential to ensure resilience is built with every component such as leadership, risk
segmentation, business continuity, technology, and adoptable and engaged culture. As the
world progresses, those organizations that will endure will be the most resilient in the face of

struggles.

2.3.1 Beallage and Theorizing

Amid the growing body of literature, organizational resilience becomes a useful and
fascinating notion for managers and researchers alike as faced with increasing conditionality
and multi-dimensionality of organizational functioning. The term is used in such a way that
versatility in approaches also in definitions on this term can be realized. This particular
section outlines the perspectives on the levels of organizational resilience, its various
definitions, and its key theories, emphasizing their relevance to the financial services

industry.
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Concepts of Organizational Resilience

In management, psychology, engineering and in the study of disasters inclusion thereof,
organizational resilience has been framed in various definitions. However, almost all
definitions point towards the same end of an organized ability to resist exogenous shocks,
accommodate variations and still operate effectively even under duress. Some of the

identifiable definitions include the following:

1. Holling's Resilience (1973): An example of resilience that can be traced back to the
ecological paradigm of construction is Resilience in which refers to retention of an
ecosystem balance and system organization following evolving challenges or shocks
to the system itself. When portable to business and organizational settings, this
definition captures that such organizations may be able to return to their normal

activities without any radical alterations being recorded or made.

2. Business Continuity Perspective: Looking at it from the business continuity
perspective, it is operational resilience which includes performing the designated
functions even during and after a disturbance. It also includes the ability to reach back
to these critical operations as soon as possible following various events including
cyberattacks, natural disasters, as well as supply chain failures, and restore those
functions and processes to a level as they were prior to the disruption. Given the
propensity for this perspective bias, all other perspectives, cumulatively including the
business orientated ones have the potential to ensure preventive approaches to any

given change in the society or operating environment.

3. Psychological Resilience Perspective: Based on literature from this perspective,
organizational resilience can be defined, with limits, as the overall volume of a

workforce’s collective response to situations that require a correction. Indeed, this
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boundary focus on cognition and emotional focus outlines how employees’ mental
make-up as well as upper management helps in instilling a culture in the organization

that is resilient to her internal and external pressures.

4. Strategic Management Perspective: Most commonly, in the realm of strategic
management, organizational resilience is conceptualized as a dynamic capacity by
which organizations can understand upcoming changes within the environment, ready
themselves and change accordingly. Such a definition addresses one more dimension
of resilience — such that situations which are potentially disruptive to systemic
functioning and structures are not just endured and and/or compromised the modes of

resistence which are organized.

5. Engineering Resilience: In the discipline of engineering, resilience or most
commonly it is referred to the capacity of the system when disturbed to return back
again to its original state. It is to be noted that this definition is directed to the
robustness of changes in focus, process and in this respect, organizational architecture
must take into account the negative impacts of other external factors and construct
architecture that would be pre reformed and rebounded when the shocks or risk

factors lasts.

Theories Underpinning Organizational Resilience

various factors explain the immeasurable contributions that hard organisations make to
demand and develop organisation’s resilience. However, most of these theories came from
various disciplines, and occupied diverse areas, which shows how best resilience may be

understood, evaluated and improved at the level of organizations.
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1. Complex Adaptive Systems (CAS) Theory: Organizations are understood as
complex and self-organizing systems with many parts that are normally linked
together yet behave in a nonlinear manner. Resilience, according to the theory, arises
via the adaptive and self-organizing capabilities of such anthropogenic systems upon
external perturbations. Concerning the financial services sector, assemblages of
departments and processes cannot provide the definition of resilience that holds up.
Instead, it is the component processes and their interrelations including feedback

loops that matter.

2. Resource-Based View (RBYV): In brief, Rationality and Effectiveness are adverse
concepts with Essentialism understanding Organizational Resources Management.
When it comes to resilience, RBV looks at physical and non-physical resources like
people, technology or culture and how these resources help create and maintain
resilience. Organizations that possess valuable, unique, and unattainable resources are
relatively better able to construct new structures and processes and withstand

disturbances.

3. High-Reliability Organization (HRQO) Theory: To be short, HRO Theory describes
those organizations defined through their initial design for both safety and reliability
despite their operating in high risk environments, such as airline industry and nuclear
reactor control. However, further, HRO models are more focused on sociotechnical
safety systems that including prospective risk assessment, organizational learning, and
cultural awareness defending a high degree of operational safety. Since the financial
system is also facing similar high stress-operational risks, HRO can be adopted within

financial organizations especially in risk management, compliance and other areas.
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4. The Ecological Resilience Theory: Originating in ecology, this theory makes a
distinction between ‘engineering resilience’ (the ability to return to a predetermined
equilibrium) and ‘ecological integrity’ (the capacity to self-organise and withstand
disturbances). Considering organizations, ecological integrity is highlighted by the
capacity of being flexible, adaptable, and transformative with respect to shocks
coming from outside. For financial organisations, it could be changing the business
strategies, practices, or technologies to comply with the newly imposed regulations, or

in response to shifting market conditions.

5. The Dynamic Capabilities Framework: This framework was devised by Teece,
Pisano and Shuen in 1997 and emphasizes the role of the organization in the
integration, building, and reconfiguration of internal and external competence to
address an environment that is rapidly changing. Resilience under this situation is
viewed as a core facet in the wider context of dynamic capabilities that provides a
means for the organizational pursuit of its targets where disruptions occur. In the case
of financial institutions, dynamic capabilities may also consist of drastic reforms
caused by a technological breakthrough or a sudden change in the regulatory

environment.

6. Cognizant Resilience Theory: Cognitive resilience can be defined as the
preparedness of the cognitive processes and decision-making ability of the person and
the organization which helps out in operating under tricky and unpredictable
situations. This proposes the contribution of leadership, organizational learning and
structures for decision making in rebuilding the organization’s resilience. Cognition
resilience in this field may include designing a decision making in such a way that
during a crisis, risks and opportunities are rapidly evaluated and made cognizant of

how they are acted upon.
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Integration of Definitions and Theories

The plethora of definitions and theories of the organization’s resilience draws attention to its
complexity that is all-encompassing. However, in most cases, such attempts are season pass
the statutory limitations by virtue of leveraging and combining several frameworks to address
the concern. For example, a financial services institution will adopt Resource Based View of
strategy for its business structures while operationalizing the structures using the Appropriate

Organization theory so as to enhance both stability and flexibility in the systems.

In this regard, therefore, organizational resilience is more than merely preventing and
recovering from cyber incidents but responding to changes in the threat environment as well.
This necessitates a better comprehension of the factors’ interactions and the undertaking of

resilience as part of the organization.

Conclusion

At its core, the notion of organizational resilience is multidimensional and complex, with
several definitions and theories. It is critical to appreciate these different aspects for
organizations, more particularly for the financial services sector, that are actively trying to
incorporate resilience within their operations, culture and strategy. Organizations will be able
to derive a wider and more robust method of resiliency by utilizing many theories and

frameworks ensuring that they are not left out in any contemporary and tumultuous scenario.

2.3.2 Factors Determining the Resilience of the Organization

Determined by a mix of internal and external determinants, organizational resilience can also
be characterized as that which gives an organization the ability to absorb, adapt and transform
after its disruption has been caused. In particular, these factors are important in developing

and maintaining the built in capacity to resist or overcome disruptive events especially in the
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financial services sector where the pressure is high and risks are many. In this section, the key
factors that determine organizational resilience are examined in detail to show how
organizations can enhance their capabilities in managing risk and looking for opportunities

when surrounded by crises.

Leadership and Governance

Leadership is a facilitator for the achievement of organizational resilience. Crisis and change
cannot be effectively tackled without consideration of leaders’ attitudes, behaviors, and
decision-making processes in an organization. Resilience is a critical aspect within
organizational governance which organizational leaders address in a more culturally

embedded, strategic, and sole institutional governance manner.

e Leadership Vision and Leadership Planning: Time and time again, the resilient
leaders of organizations acknowledge that there has to be a very strong degree of long
time and strategic planning. With these leaders, the organization makes provision for
likely risks and disturbances and makes sure that the same is a rational focus for the
corporate objectives of the organization. This organization expectation on integration
of resilience suggest that the leaders will deploy over reliance on expectation in the
overall organizational structure.

e Decision-Making and Crisis Management: One critical aspect of resilience is the
capacity of leaders in responding to a crisis on time and with the right strategies. In
this case, it does not suffice to have a well-defined process on how decisions are made
but also the information, tools, and other resources capable of enabling the
practitioners to make the decision quickly within the given time.

e Governance Structures: In order to enhance resiliency and promote risk behaviors,

there is a need for governance structures. Such structures define the responsibilities of
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various actors with respect to risks, crises and recovery, and whenever necessary
reduction. Supportive governing structures enhance the distribution of resilient
ingredients across all stakeholders instead of anchoring them to specific units.
Organizational Culture Culture, which is the internal fabric of an organization shapes
its resilience capabilities. The resilient culture embodies the principles, practices, and
actions which promote resilience, learning, and change.

Adaptability and Flexibility: Through a cultural orientation that comes with
practical benefits in whatever circumstance, the organization is better placed to make
timely interventions. This includes building a culture where the staff is given the
authority to create, try new things, and make changes Innovations are commonplace
in organizations and because changes in operation strategies are not uncommon,
change in processes, change of structures as well as change of roles in an organization
allows them to change their operating environment with respect to new processes
while protecting their critical functions.

Employee Engagement and Empowerment: An active employee will be an asset to
the process of building resilience. Organizations that spend time on employee
improvement and well-being as well as enhancing their power will ensure that the
workforce available is willing, equipped and ready to articulate crisis management.
This involves conferring power on the staff to make decisions and act during the
occasions of disruption.

Learning and Continuous Improvement: Organizations with a culture of learning
are more resilient in the face of challenges. Organizations that cultivate a culture of
continuous improvement, learning, and transformation are much more likely to
recognize and deal with their weaknesses, come up with new ideas and solutions and

address new threats. This encompasses utilizing the experience gained in past
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occurrences, holding drills and training on a routine basis, and promoting healthy

discussions on the threats and challenges within the organization.

Risk Management and Business Continuity Planning

Risk management and business continuity planning (BCP) is a crucial dimension of resilience
in any organization. These processes enable an organization to foresee risks or threats,

manage them and continue functioning when the situation is disrupting and afterwards.

e Comprehensive Risk Assessment: Resilience starts with a proper risk assessment
process. Thus, organizations have to continuously recognize and, whenever possible,
evaluate and rank the concerns which can affect their operations. This seeks recovery
of the following: usual threats and those of a financial or operational-type approach as
well as other such as cyber threats, compliance aggression, and weaknesses in supply
chains.

o Integrated Risk Management Framework: Virtually all resilient organizations will
utilize an Integrated Risk Management approach which is tailored to address the
respective Business Strategy, Vision, and Goals of the Organization. This involves the
embedding of the risk management function at all levels that require critical decision
making, apportionment of resources as well as allocation of performance targets. In an
integrated structure, risks are addressed in a unified manner instead of in piecemeal
manner.

e Business Continuity Planning (BCP): BCP is vital to ensuring that essential services
remain operable during an interruption. Such management includes the creation and
periodic reviewing of the plans and services developed in advance of continuity

events, taking part in drills and activities, and even making all staff aware of what is
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expected of them during an event. A good BCP plan will reduce the amount of time

taken in downtimes and bring about quicker restoration.

Technological Infrastructure and Cybersecurity

In this modern time where information technology is inevitable, provision of modern
technological infrastructure and Information Security is critical in the resilience of an
organization. Considering the reality of technology dependence of any organization, the

resiliency of IT systems and the ability to fight off cyber attacks is very important.

e Strong IT Framework: Otzac inula ashchevich: Robust IT infrastructure can justify
understanding as secure, dependable and scalable. This entails having backup
facilities, standby equipment, and contingency planning that allow full functioning of
the business in case of technological or infrastructure failure. In addition, companies
need to acquire capabilities that enable rapid trailyx adaptation including information
technology such as computing in the cloud or advances in data analytics:

e Cyber Security Measures: This dependency on technology further explains why
cyber security is a dimension of the operational resilience of an organization
especially in the financial services organization. All organizations have to take
remedial action since data in today’s world is at threat from data breaches, cyber
attacks and other digital threats. There are measures taken regularly and employees
are instructed on how to carry out the activities and new forms of security put in place
for example encryption, fire detectors with screening devices, and monitoring systems
of intrusive applications.

e Digitalization and Innovativeness: Organizations that incorporate technologies for
change in response to the dynamics in the environment are bound to be more resilient

than the ones that do not. This innovation aims at employing the use of digital
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resources with the aim of enhancing the quality of decision making, customer

relations as well as the operational processes.

Supply Chain and External Partnerships

The resilience of an organization is rooted not just only in its internal sources but also the
supply chain and other external sources such as partnerships. The organization’s operations
and activities can be deeply affected by any disruptions to the supply chain and that is why
there is a need for organizations to evaluate and enhance the resiliency of their suppliers and

partners.

e Supply Chain Resilience: Evaluation of the supply chains of organization should
focus on the key suppliers and the risk exposure attributed to them. This involves
geographically positioning alternative suppliers, pre-qualification, and also
establishing ties with the utmost strategic partners. They are considered resilient as
they will still able to provide the necessary products and services that are required
even when there are some disruptions in the chain.

e Third-Party Risk Management: Resilience requires that the risks that come with
third party links be managed emphatically. It is not adequate to rely on the skills of
the partners alone, there must be a regular review of the core competencies of the
partners. It is also pertinent to cover the exposure to the risks of outsourcing, joint
ventures and other business dependencies.

e Collaboration and Information Sharing is critical: In this context, relationships
with industry counterparts, governmental entities and other spheres of interest may
contribute to the resilience of a system through the sharing of knowledge, solving

problems and coordinating responses during emergencies. Those organizations that
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undertake such industry initiatives and join capacity building spectrum are in a

favorable standing to expect and act to any new threat as they arise.

Strength in Finances and Resources

Organizational resilience is associated with financial strength. Institutions with sufficient
financial health and sound resources are in a better position to withstand shocks, invest in

drought-proofing capabilities, and restore operations after disruptions.

e Liquidity and Financial Reserves: Having enough liquidity and financial reserves is
important in case of a crisis. Organizations with unencumbered balance sheets are
able to carry on activities, honour liabilities, and allocate resources for restorative
processes even amidst downturns. Financial resilience also consists of income and
expenses prudently to forge risk mitigation owing to income diversification and
funeral loan limits.

e Investment in Resilience: Organizations that are resilient make it a point to invest in
initiatives that will make them more resilient in the future. This includes spending on
the development and improvement of business continuity plans, anti-cyber threats,
and other critical resilience-enhancing elements.

® Access to Capital and Funding: Funding and capital is very important when a
disruption occurs as well as after the occurrence. While many organizations take
several years to recover from a disruption, those that are able to raise funding quickly
for recovery processes like reconstruction and re-establishment of operations are able
to recover and grow faster. This also involves ensuring that relations with banks and

other investors who can come to the institutions’ aid during crises are active.

Conclusion
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Resilience of organization in any way will be determined through internal and external
factors such as leadership and culture, technological infrastructure and amount of finance
involved, and others. These factors if identified and managed may help organizations to
create and maintain resilience that can assist in the management of any disruptions and
remain competitive and profitable within a volatile environment. In the financial services
industry where the cost of any interruptions can be extremely high, this-level factors may be
more important than measuring the resilience only. Any such strategy which differentiates
itself from others in a profound manner, necessitates such an approach which regards
resilience in terms of making it an overarching organizational design philosophy rather than

just as an operational ideal.

2.4 The interdependence between the management of cybersecurity risks and

the resilience of an organization.

The need for synchronization between cybersecurity and organizational resilience has
become more acute in the modern world. As industries particularly those exposed to the use
of technology and internet as the financial services sector does, the risk of cyber attacks and
the effect that it has on the functioning and existence of business has become apparent. This
section examines the link between the two aspects of balancing organizational operations and

structural damage brought about by cybersecurity threats and risk management.

The Interrelationship between Cybersecurity and Resilience

Coupled with this transformation is the conceptualization that lays pride in the transformation
of both cybersecurity and organizational resilience. Implementation of good strategies
regarding cyber security is a definite requirement in an organization. Its primary aim is about
defending the organization from cybercriminals with an assistance of protecting business

stability and the normal flow of operations.

39



e Protection of Critical Assets: Some of the essential assets resolved over in cyber
security and resilience include, the intangible assets, customer databases, financial
systems and access control systems. Baseline and risk based analysis of these assets
and cyber threats such as hacking and even data breaches are classified under cyber
risk management. Protection of critical assets enables the organization to function as
normal in case of any cyber disruption thus enabling resilience.

e Maintaining Business Continuity: Cybersecurity enables the running of business
with limited risks of interruptions, especially when dealing with business processes
that limit to financial solutions that disruption can have adverse effects. Organizations
must have good practices to reduce the limit of operational outages as a result of
cyber breaches such as incident responses, data backup, and disaster recovery. This
capacity enables an organization therefore allowed to recover from shocks whether
related to cyber attacks or not, thus embracing resilience.

e Taking Care of Reputation Risk: CYBER incidents can be detrimental for the
business where they negatively impact available customer base, stakeholder and
public trust. Cyber security strategy encourages to contain breaches or incidents that
contributes on damage to organization's image. While resilience has been occupied
with the reputation, it is the organizations that can withhold their respect with
appropriate cyber defenses that can survive the disaster and react faster to the adverse
changing environment as well remain in business in the future.

e Expanding Resilience from cyber security perspective: Execution of proper
measures against cyber security threats is most likely to protect an individual or
organization from threats, but it also enhances organizational resilience by embedding
risk assessment inside the governance framework within an organization and i.e.

encourages and allows taking the necessary level of risk.
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e Risk Evaluation and Treatment of Potential Risks: There is an active process of
assessing the risks in cybersecurity where the environment is considered as the
context that is always changing. In relation to this situation, this approach is important
for resilience because organizations would be able to prepare for that situation which
may arise and therefore develop strategies to reduce the effects. In particular, such
practices include, but are not limited to, regularly scheduled vulnerability
assessments, penetration testing, and threat intelligence that would allow the
organizations to be one step ahead of risks.

e Incident Response and Recovery Planning: Concerning organizational resilience
and cybersecurity alike, incident management and recovery from the impacts of any
disruption are elemental. It is a general requirement that every security risk
management includes the creation and testing of an incident response strategy that
states what action is to be taken in case a cyber incident occurs. Those plans are
paramount for resilience in that they allow the organizations to rapidly Control and
mitigate the impacts of a cyber attack, limiting the losses in operations and finances.

e Continuous Improvement and Adaptation: Organizations must keep improving and
tailoring their cybersecurity practices because cyber threats change constantly. This
view on the continuous improvement is also key on resilience since organizations can
analyze previous events and improve their risk management and preparedness towards
future events. Organizations that cultivate so called continuous learning and

adaptation cycles deserve such a resilience.

Cybersecurity as a Strategic Element of Resilience Planning
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The positive effects of such an integration emphasize the necessity of including cybersecurity

in emergency management planning with respect to the country’s strategic resilience system.

Embedding Security in the BCP Framework: Throughout the crisis management process,
business continuity planning (BCP) must include cybersecurity in order to avoid the pitfalls
of failing to take cyber risks into account in the resilience plans. In other words, strategies
directing to prevent cyber related incidents must be harmonized with broader BCP strategies
such as keeping core systems operational, securing data access and retaining customer
satisfaction. By taking a more practical approach in addressing a given organization and or

institution’s BCP, academic practitioners come up with a better overall BCP.

Committed to and Support of Strategic Objectives and Overall Organizational Policy.

Cyber fecurity is an organisational issue that must function alongside other relevant
interventions such as organisational strategy towards external business threats. This
alignment means that the investments in the cyber centre strategies are conducive to
accomplishing the aims, strategies and objectives of the organization. For instance, in the
Financial Service sector provision of services, most organizations ensure that there is no
conflict of cybersecurity objectives with the customer protection and regulatory compliance

related objectives where all these help to increase resilience to the organization.

Collaboration and Information Sharing

Cybersecurity and cyber resilience can be improved with the help of collaboration and
information sharing. To be able to anticipate and address military or cyber threats,
organizations active in forums — exchanging information and intel, whether engaging

privately or broadly with their industry, the government or other parties tend to be in a better
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position. This approach improves resilience in that it facilitates building a network of support

and resources that will be utilized in case of endurance.

Challenges and opportunities of cybersecurity and resilience combination

The incorporation of cybersecurity and organizational resilience has evident advantages;
however, such integration also presents certain challenges which the organizations must

overcome to optimize the benefits of this relationship.

e Security versus Operational Efficiency: One of the critical issues of considering
resilience in the framework of cyber security is how to bring together the security
architecture provisioned and how operational tasks within the organization are carried
out and their attendant efficiency. Even though such norms are crucial in ensuring that
there are outlets against espionage, they tend to come with some system intricacies
and loss of meaningful activity to the enterprise. Companies should be able to draw
the line between putting in place winning security practices and being alive to the fact
that they have to be quick on their feet due to customers’ and competitors’ whims.

e Threats as an Unending Cycle: The perpetual and ever-changing peril of cyber
assailants continues to be a detrimental feature that any organization that intends to
make the best use of resilience must in one way or another overcome. Emerging
threats like those posed by Advanced Persistent Threats possess them, are IoT and
degree of nation-state cybernetic assault and other varieties of ransomware attacks.
Unless this evolution is monitored effectively, it undermines the organizational
resilience by overconsuming resources and talent that meet the demands of the
threats.

e Constraints on Resources and Suggested Prioritization: The missing factors of

budgets and the availability of appropriately skilled cyber security personnel
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constitute quite a challenge to the embedding of cyber security in resilience planning.
Organizations have to make choices in spending on cyber security and dispersing
resources to ensure that the cyber security and resilience objectives are both achieved.
This implies that a more risk-based approach may be required to ensure that
investments and protection are targeted on the most important areas.

New Strategies and Benefits of the Integrating Process: However, there are also
potential limitations as well as benefits in the process of integrating consideration of
cyber security and resilience within organizations. Such organizations will effectively
market themselves by being able to provide more security and assurance to their
clients, which would lead to positive enhanced brand image and customer retention.
Furthermore, the use of new technologies including artificial intelligence and machine
learning will not only improve cyber safety but resilience as well by improving threat

management.

Conclusion

The connection between the management of cyber risks and the resilience of the organization

itself is rather deep and diverse. It is important to note that the security practices are primarily

aimed at ensuring that an organization is protected from the threats of cyber attacks, but they

also help to foster and protect resilience. When organizations view CYBERSECURITY as an

element of broader resilience planning, in the long run, it may help them endure, adjust to and

recover from too many harsh environmental conditions. This particular integration is of

utmost importance in the financial services sector which is highly competitive in enhancing

competitive advantage and survival. Organizations need to adopt and align their Cyber

security investments towards their resilience goals due to the predictable areas of expanding

cyber aggression.

44



2.5 Integration of Cybersecurity Risk Management into Organizational Culture

In order for the organization to be resilient and secure, there is need to properly embed the
cybersecurity risk management within its culture. This part seeks to explore the different
means through which cybersecurity practices are integrated into the organizational culture,
and particularly leadership, employee involvement, constant education, and organizational fit

of the cybersecurity practice.

The Automation of Cybersecurity Culture and Its Organizational Enhancement Under
Leadership in any organization, cybersecurity risk management practices should be embraced
at all levels. The leaders help normalize the use of cyber security policies among employees

by demonstrating to them the relevance of cyber security.

o Leadership Commitment and Vision: It is also the responsibility of the
organizational leaders to commit themselves fully to the cause of cyber security by
aligning it in the vision/strategic goals of the company. In this case, it includes
concluding on the general cybersecurity vision, dedicating enough time and resources
for the cybersecurity efforts, and placing a high degree of emphasis on cybersecurity
in the considerations. This psychologically prepares personnel, as time and again,
their leaders stress on the relevance of cyber security over all the activities performed
within the organization.

e [Establishing a Cybersecurity-First Mindset: In the same breath, especially at the
top of the organizational hierarchy, leaders should advocate for a “cybersecurity-first”
culture, one that permeates all levels and functionalities of the organization. This
approach makes it easy for employees to consider security when dealing with

products, customers, and handling sensitive information. By embedding security into
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the organizational persona, leaders wish that all employees do not have to forget the
concept of security — rather they take it into consideration by default.

e Modeling Human-Centric Cybersecure Behaviors: Leaders in the organization,
encourage cybersecure behaviors by practicing what they preach, that is respecting the
cybersecurity policies and best practices. This includes following secure
communication protocols written down or oral ratio, working passwords, taking part
in Information Security trainingshandled within the Reuion Developmen and posting
about attending regular future Information Activities. Employees are less likely to
ignore cyber security measures imposed by policy if they observe that the

management takes the attention seriously.

Employee Engagement and Cybersecurity Awareness

Cybersecurity risk management depends on employee engagement and is important in the
risk process. The protection against cyber threats lies within the engaged employees all the

time and therefore is very critical to the defense.

o Creating Awareness: Research and Organizations should redirect their focus,
resources, and efforts in undertaking the critical purpose of creating. This is
undermined as employees have poor knowledge of how to manage personal devices in
the workplace. Educating need for these programs will be supported by ongoing
awareness activities dealing with short videos, comic books, periodical reminders or
seminars and phishing tries.

e Activating a Culture of Security from the Bottom-Up: Aiming for a situation
where employees are expected to be proactive in this regard, a proactive security
culture is cultivated and embedded in the employees of an organization. This entails

enabling employees to report security incidents/ vulnerabilities without development
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of a blame culture, hence taking ownership of the security strategy. Building up the
ability to develop a security culture within the organization also involves establishing
communication channels and cooperation between departments.

Gamification and Incentives: Gamification can increase the participation level of
employees in the domain of cybersecurity. Organizations implement a competitive
drive and their rewards by training employees on acceptable practices via
cybersecurity program to solicit active engagement of the employees and the willing
improvement of their security practices. These behaviors can also be encouraged with
Non-monetary incentives, such as Acknowledgement and some forms of bonuses.
Constantly updating employees’ skills through training and upskilling. Training is
also central in providing that employees remain up to speed with new and and modern
ways of curbing cyber related risk. However, because of the ever-changing cyber
threat foothold, these companies have to educate their people in a way that they
remain ready and active in the mission against cyber crimes.

Tailored Training Programs: Education and training programs should be created
according to the employees’ and their job functions in the organization. For example,
IT professionals can be provided with an in-depth understanding of security threats
and incidence response time, while people without IT background can be given areas
such as phishing guidance and security of information. Tailored programs help ensure
that all the employees have the relevant knowledge and skills that are needed to
perform their obligations in a safe manner.

Mandatory and Voluntary Training: A combination of the compulsory and optional
training packages should be included in the training approach. Compulsory training
makes sure that there is a minimal understanding of cybersecurity for all the
employees against voluntary training, where increasing knowledge is optional.

Through such, lets managers also encourages people improving training through
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constantly providing resource materials such as online training, webinars and training
for certifications.

e Periodic Refresher Courses: Periodic refresher classes should be held to overcome
such issues and address the need for clarifying key cyber information and increasing
understanding for new emerging threats and security measures. This is important in
avoiding dullness and making sure that the measures of cyberspace security that are
instilled are not outdated. There may be regular retention checks in the form of
quizzes or other forms of tests to assess utilize and assess what employees have been

able to remember and point out areas where other more training is necessary.

Incorporating Cybersecurity Strategies Communal Core and Values

Bringing together organizational capacities for cybersecurity and realising achievement of
core ideals and mission of the organization is critical in ensuring that cybersecurity is not
viewed as one of those necessary evils, but rather the overall direction of the organization

does incorporates it as one of the elements that propels strategy forward.

e Alignment with Business Strategy: Cybersecurity strategies must have regard for
the business objectives of the organization so that they are in harmony with the
overall objective. In the case most industries have entered the trend of providing
better services to their clients, all cybersecurity measures arise to ensure protection of
the clients’ information, trust and legal issues. Thus, the combined security and
business perspective helps people buy in the need to manage information security as a
business pillar, not an additional feature.

o Restratining Factors in Strategic Management on Management Cybersecurity:
Management of Cyber security strategies should also take into account the ethical

values that govern their practice. This includes effects of discrimination and
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stigmatization, invasion of privacy, and manipulating people without their knowledge.
Appropriate ethics of the organizations’ cybersecurity measures create trust
interactively with clients, partners and the public which help enhance the image as
well as the strength of the organization.

e Promoting a Security-Conscious Organizational Culture in an Organization:
Given the growing concern about the threat of cybertion which has become part and
parcel of all current organizations, themore, this is dominant in most organizations
and need of addressing the challenges posed by cyber threats. All participants,
regardless of their location, have the same vision of the attacker and attack vectors
and are equally motivated to chip in and participate in organizational defense y. For
that promoting this such a culture desires a united reinforcement from the top, a lot of

training, and security as part of everyday operations.

Cultural integration vulnerabilities and other best practices and strategies

Bringing about change in culture of organization to incorporate cyber risks management
systems is not entirely without difficulties and these are some of the things which

organizations barriers will have to overcome in order to succeed.

e Changing any Practice that Has Been Extended: Including How to Change Internal
Security Practice: o. Change implementation is perhaps the greatest barrier to
promoting new approaches to do anything, in this case new processes, including
measures geared towards improvement of development expertise in the organization.
Employees will resist change particularly when it requires them to adopt new rigid
ways of doing things due to new security measures required. To combat this

resistance, the organization would need to consult the employees concerning the
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change, educate them on why it is important to adapt, and offer some assistance and
training in expanding the.

Reconciling Usability and Security: One of the key challenges when adopting cyber
security is to effectively integrate it into the culture, and therein lies the rub, usability
versus security. Any liability that works too much can lead to impotent work and
make the employees angry creating out of work options that can risk effective
security. Security controls that are already in place should be conservative and well
integrated into the work process to promote rather than impede daily activities.
Assessing Effectiveness of Cultural Transformation: Assessing the impact of cyber
security culture integration into business works seems to present some difficulties or
complications. Some organizations report on a number of metrics internally that
include employee enrollment in training programs, the number of incidents incurred
over a period of time and internal audits as a means of evaluating their efforts.
Additionally, the attitudes of employees upon delivery of regular questionnaires can
give an idea of the extent of the cultural change back is along with the areas required
for further change.

Factors that Enhance Successful Culture Integration: Integrating cyber security
into the corporate culture is a bit of a jam that cannot only be surmounted by an
attack. Employees must not only volunteer information when there is an open call for
them to do so by management, but should also proactively promote the embarking of
cyber block, and this must largely apply even when a crisis is not present. Some of the
best practices involve regular feedback on the evaluation of cyber security culture,
open communication with the employees and fostering a culture where employees are

comfortable in helping with cyber security.
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Conclusion

It is of paramount importance to further integrate the practice of cybersecurity risk
management into the core organizational structure in order to uphold a safe and resilient
organization. This also includes support and engagement from leadership, employee
participation, ongoing training, and matching the organizational practices with cybersecurity
strategy. Yes there are still some concerns like user resistance, changes or security versus
usability, which can be addressed and resolved by planning well. Such as embedding
proactive measures will shift attention away from threats and put it on security. This sure is

the way an organization will manage to survive and grow over time.
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3. Research Methodology

3.1 Research Design

Research design provides the plan and one of the important step for the researcher when
undertaking the research. It also shows how data will be collected, processed, analyzed and
disseminated. In this doctoral study, the research design plays an important part in achieving
the study objectives and assuring quality to the results and scope of the study as intended.
This heading introduces the argumentative section of the thesis whereby research design is

presented: the type, approach, strategy and arguments concerning methodology.

3.1.1 Research Approach

The study assumes both qualitative and quantitative research design because it will help the
scholar better understand how cybersecurity risk management impacts organizational
resilience. The mixed-methods assisted the researcher to take advantage of both quantitative
and qualitative technique and provide greater understanding of the problem under

investigation.

e Quantitative Component: The quantitative component pertains to the studies that
focus on quantitative data collection and quantitative data analysis to seek out any
variations, relationship, or association between the variables. In this research, the
survey methods will be utilized since the quantitative data will be sourced from the
financial services institutions. Employing a statistical analysis plan will also enable
the analysis of variables to refute or support the set objectives of the study.

e Qualitative Component: The qualitative component concerns with the procedures
that involve collecting and analyzing non-numerical information like interviews, case
studies, etc, to understand the rationale, views, and motivation behind engagement in

cyber practices and such practices’ effect on organizations. Qualitative data will allow
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for the triangulation of the quantitative findings by providing specific scenarios and
perspectives of relevant stakeholders in the organizations under study. This would

enhance the depth of understanding of cognitive arousal in the situational context.

3.1.2 Research Strategy

The research strategy is defined as the general scheme that will guide in the conducting of
research including the research design and the methods of data collection and data analysis.
In this instance, the research strategy is a question and assertions focused strategy and

therefore prevents selection of irrelevant methods to the research problem.

e Survey Method: The survey method serves as the primary research approach for the
quantitative aspect of the study. It is clear that surveys are one of the best ways to
reach out a large number of people, which gives the researcher the opportunity to
probe into different aspects of cyber security and organizational resilience in many
organizations. The survey will include both close-ended and open-ended questions in
order to ensure that a wide range of responses is obtained.

e (Case Study Method: For the qualitative component, the case study method will be
utilized. Case studies are especially relevant and invaluable if the aim is to exami ne
intricate matters in their natural setting. In this investigation, case studies of some
selected entities in the financial services industry will be applied in order to better
comprehend how organizations manage the risks associated with Cyber Security and
how these contribute to the organization’s resilience. The case studies will be done
through interview of selected participants, document review of relevant organizational

documents and observation of cybersecurity activities in the organizations undertaken.
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3.1.3 Justifications for Using a Mixed-Methods Design

The justification in this research for employing a mixed-methods design stems from the need
to offer a multiplicity of views towards the research phenomenon in question. In as much as
cyberspace risk management and organizational resilience are interlinked, it calls for a mixed
transdisciplinary approach that employs culture and number using both qualitative and

quantitative tools.

e Complementarity: The mixed-methods design facilitates the complementarity of
quantitative and qualitative data where the lacunas in one tool are answered by the
other. For instance, while the quantitative approach provides a framework for
assessing findings, the qualitative approach enriches the assessment with relevant and
contextual information that enhances the search for even more quantitative
information.

e Triangulation: Triangulation is also another important rationale in addressing the
mixed-methods design. This means that the researcher investigates the idea or the
phenomenon under study in a number of ways or designs and analyzes the data
through use of all these methods thereby validating its findings. It helps to ensure that
the combination of cybersecurity risk management practices with organization
resilience measures indeed holds true.

e Expansion: The mixed-methods approach also allows for the expansion, whereby
results from one method expand or enhance others. In this case, the qualitative
approach will assist in providing explanations for the quantitative results further for

better understanding of the research issue.
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3.1.4 Conclusion

The research design is an important area of this doctoral study since it controlled all aspects
of the research process including data collection and analysis. The use of both quantitative
and qualitative approaches to research, which is known as the mixed-methods approach is
useful in exploring the connection between management of cybersecurity risks and the
resilience of the organization. Aimed at achieving a combination of survey and case study
methods in the study design enhances the comprehensiveness of the study outcomes and
effectiveness of their application in practice in the area of organizational cyber security and

organizational studies.

3.2 Population and Sampling Techniques

One of the prerequisites for the conduct of any research study is the choice of an appropriate
population and sampling technique. The section, therefore, identifies the population of the
study, identifies the sampling techniques used, and explains the reasons why such techniques
were adopted. Due to the nuances that accompany the management of cybersecurity risks at
the organizational level, focus is well placed on obtaining an ideal sample that will yield

useful information about these two aspects.

3.2.1 Population of the Study

The population tilting refers to a total collection of individuals or sunglasses business entities
that a particular researcher intends to make deductions from. In the case of this doctoral
research, the population refers to organizations in the provision of financial services. This
sector is chosen because of heavy usage of information technology, a lot of regulations

involved, and the importance of cyber security in the trust and running of operations.

Financial Services Sector
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The financial services sector comprises a myriad these institutions to include banks,
insurance companies, investment firms, payment processors, and financial technology
(FinTech) companies. These types of institutions deal with high and sensitive information
which makes them a target for crime thus ideal in a research on cybersecurity risk

management policies.

The specific features of the industry, which are related to a large number of compliance such
as GDPR, PCI DSS and other finance-related regulatory policies, enhance that need for
effective management of cybersecurity risks. There is a dissimilarity in these organizations
and therefore where their sizes and types are measured, more information on the management
of the cybersecurity risks and building a cyber resilient organization will be better

understood.

3.2.2 Sampling Techniques

Sampling is the practice of taking a small portion of a group to make conclusions about the
entire group. In this investigation, a mix of probability and non-probability sampling methods

is utilized to maintain a good representation of the sample.

e Stratified Random Sampling: The main sampling method used in this research is
stratified random sampling. This technique consists of separating the population and
creating different strata, for example, the organisation’s size, the type of financial
service in question or the geographical area. A representative sample is taken for each
stratum to ensure that the final sample includes representation from all the subgroups.
Stratified random sampling is used because it is the most acceptable sampling method
that provides accuracy and precision in the exploration of financial services. For
instance, large international banks may perform cyber risk governance quite

differently from small FinTech firms. By subdividing the population, the research can
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explain these differences and give a more accurate and complete view of the
economy.

e Purposive Sampling: Apart from stratified random sampling, purposive sampling is
used for the qualitative aspect of the research, especially in the choice of case study
organisations. Purposive sampling is the non-random selective characteristic of
sampling which involves picking such organisations which are known for good
cybersecurity methods, have experienced cyber incidents and are leaders in cyber
security in the industry. The reasoning behind adopting purposive sampling is to elicit
responses from particular bodies that are germane to the study’s objectives. Such
organizations are likely to provide comprehensive data and invaluable information
that goes towards the larger picture. Uses of purposive sampling assist the researcher
places emphasis on those organizations that are most likely to provide useful

information such as in case studies and interviews.

3.2.3 Sample Size Determination

Note most properly as this subsection needs to note-thin the authors in any narrative reporting

on the study.

Appropriate sample size determination is imperative in ensuring that the findings of the study
are consistent and valid. The sample size must be sizable enough to warrant the
generalization of the findings, but not larger than what can be handled or does not involve

any superfluous details.

o Quantitative Component: In determining the sampling size for the quantitative
component of the study, various quantitative techniques are used which include
defining the level of confidence, estimating the allowable margin of error and

measuring the dispersion of the target population. Since the financial services industry
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is very large and comprises a heterogeneous population, a sample of about 300
organizations is considered adequate in achieving reliable and generalizable
outcomes. Using this sample size will ensure that the findings are representative of the
population, yet allow for adequate statistical analysis. With respect to the qualitative
component of a research, especially case studies, the sample size is taken according to
the principle of data saturation which is usually obtained after collecting many more
cases. This occurs where collection of additional data does not yield any new
information. Generally, it this stage, few case studies are sufficient, often 5 — 10
organizations. However, the exact figure may vary depending on how rich the data is

and how divergent the organizations are.

3.2.4 Why the Techniques

The combination of stratified random sampling with purposive sampling is a valid option for
sampling technique that is representative and relevant to the study at hand. In using stratified
random method in sampling more so qualitative data, it guarantees that the quantitative data
reflects the entire population in this case financial services sector, whereas purposive
sampling aids in investigating certain facets of the topic which are most applicable in the case

study organizations.

e Research Goals Addressing: The adopted sampling approaches are consistent with
the research goals to get an understanding of the overall patterns as well as the
specific organization practices in the field of cyber security risk management within
the financial services industry. Stratified random sampling is adequate for
generalization, whereas purposive sampling affords the richness of detail precision
expected.

® Addressing Sampling Bias: The study minimizes possibility of sampling bias and

employ both probability sampling and non-probability sampling techniques. With the
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help of stratified random sampling, it prevents the danger of segmental
over-representation or under representation of the target sub populations by making
sure that there is adequate coverage for all important sub groups. At this point
purposive sampling comes in so that the study incorporates those organizations which
on the average have better cyber practices to give further insight into the study’s

questions.

3.2.5 Conclusion

The purpose, population, and sampling techniques utilized in this doctoral study are
appropriately crafted to enhance the significance and representation of the research findings.
Since the study utilizes a diverse and representative sample from the geographical area and
the financial services field and employs both purposive sampling and stratified random
sampling techniques, it is able to receive all round information on the connection between
cyber risk management and the resilience of organizations. The selected sampling approaches
are consistent with the purposes of the study and coverage to the target population through

reasonable extrapolation and analysis of the selected subjects.

3.3 Data Collection Methods

The data collection methods form a critical part of the research methodology since they
outline the instruments as well as the procedures that the researcher makes use of in order to
obtain data relevant to the aims and objectives of the study. As it is most often the case in
doctoral studies, in this study, attention is given to data collection methods so that both sets of
data in the form of numbers and people’s perspectives are available to explain the concerning
issue better. This section focuses on the actual data collection methods employed in the
studying, the design of the instruments, the procedures for the data collection and the

rationale behind the methods chosen.
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3.3.1 Primary Data Collection

The most precise approach is employed when dealing with the primary data collection: the
data is moved from its original sources. In this study, primary data is collected using two

main instruments: surveys and interviews.

e Surveys: Survey Design: The survey instrument is structured to elicit quantitative
information in relation to organizations involved in the Financial Services sector. The
survey catches the numerical-based responses as well as the descriptive responses by
including that combine closed ended and open ended questions. Closed-ended
questions utilize scaling, multiple-choice and ranking methodologies in which
statistical analysis is quite easy. There are also open ended questions that seek to
gather the additional qualitative understanding of respondents experiences on the
matter.

o Distribution and Administration: The survey is submitted through a web based
mechanism such that respondents from different regions are reached. In order to
increase the response rates, the survey is distributed using email invitations, industry
forums and professional networks. The solicitation for participation in the survey is
accompanied by general information about the manageable confidentiality of the
study, the relevance of the study and how it should be filled in.

e Research and Data Collection: During a predetermined span, the sample is
monitored as public responses are encouraged and follow up reminders are sent to
non-respondents. The online survey enables tracking of the number of responses to
the questionnaire at the same time and the responses are electronically compiled into a
database for further analysis. In order to achieve the high quality of the data, the
survey is designed in such a way that considers and limits over or under reporting of

participants’ responses.
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Interviews

Interview Design: Utilizing semi-structured interview schedule, qualitative data was collected
from the key stakeholders in the selected organizations. The interview questions were
structured to address specific aspects of the subject as well as to give adequate room for
sharing of the engagement how organizations and individuals cope with and manage
cybersecurity risks. This approach also permits a degree of latitude in responses but broad

themes are emphasized at the outset.

Selection of Interviewees: Interviewees were selected purposefully according to their roles in
organizational cybersecurity and their occupation within the organizations. Most of the
response came from Chief Information Security officers (CISOs), IT managers, risk officers,
and various executive decision makers on a wide range of cyber security issue. The selection
of interviewees was governed by the need to have a variety of opinions from varying

hierarchal levels of the organization.

Conducting Interviews: In-person interviews, video calls or telephone interviews were
organized based on the location of the interviewees and their availability. Each interview was
planned to take around 60-90 minutes to allow ample time for thorough discussion. Every
interview is audio recorded where applicable (after consent is obtained from the interviewee)
and after that transcribed for purpose of analysis. An interview of all the subjects involved in

the study was taken and notes were used to gather important information.

Data Collection Process: The interview information is gathered as well as organized in an
orderly manner. The accuracy of the transcripts is supported through audio recordings and the
review of transcripts. The software results obtained are in form of qualitative probabilities

leading to thematic analysis, patterns, and relationships coded within the responses.
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3.3.2 Secondary Data Collection

One type of data collection goes through already existed data collected from some
researchers or organizations. In the case of this study, secondary data serves to enhance the

primary data resulting in the overall research insights substanced by the obtained results.

e Document Analysis: Sources of Secondary Data: Secondary data for this study is
obtained through reviewing literature in this area such as journals, reports, legislation,
and records. Cyber security policies, risk policies, disaster management reports, and
business continuity exercises by banks, authorities, and cyber security think tanks are
some of the materials used.

e Diagram Selection Criteria: From all primary and secondary data, only those that
relate to the objectives of the study and can be considered as a source of information
are chosen. More weight is given to the most recent, authoritative, and pertinent
pertaining to the financial services industry. Collected Article Review is conducted to
determine the worth of any documents ready for use in supporting and enhancing the
primary research.

e Data Collection Strategy: Considerable literature review is conducted aiming at
locating, acquiring and analyzing relevant secondary data. Digital databases, industry
portals and institutional repositories are the key sources of secondary data. Each
document considered, examines the practice of cyber security and the element of risk
management within the organizational structure. The data so retrieved is then
arranged in a systematic order usually in documents, sheets, or tables to make analysis

easier.

Review of Existing Literature
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Literature Review Process: The literature review may be classified as one of the secondary
data collection tools since it is a theoretical base for the undertaking and reveals positions
where the existing study lacks depth. Reviewing the literature includes searching websites
with scientific publications, books, and conference materials associated with information
system risk and organizational resilience. The review is conducted through sources including

but not limited to Google Scholar, JSTOR, and IEEE Xplore.

Synthesis of Literature: The literature is then synthesized with respect to the problems,
focusing on common topics, directions, or theories relevant to the research tasks. The gaps in
literature are also acknowledged and addressed within the context of the present study as part
of the contribution to the academic arena. The results of the literature review are used to
justify further actions: both formulation of research questions and interpretation of the

primary data obtained during the research.

3.3.3 Rationale for Chosen Data Collection Methods

The method of combining both primary and secondary data collection strategies was adopted

to recieve adequate explanations of the problems under concern.

e Complementarity: Surveys and interviews collect primary information which is
firsthand from the organizations in the sector of financial services on the present day
efficiencies, barriers and results of the activities associated with management of
cybersecurity risks. The secondary data, however, retains these perspectives but also
extends them by embedding these practices into existing theory, frameworks and other
practices within the industry. These data sources supplement one another and thus
broadens and deepens the findings of the study.

e Triangulation: It should, however, be noted that multiple data collection techniques

were used in the study to enhance triangulation of findings. Triangulation is defined
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as the combination of both the qualitative and quantitative measures simultaneously in
determining accuracy and dependability. For instance, the findings from the surveys
can be backed up by interviews and literature review seeks to find such
contradictions. It enhances the accuracy of the research and thus the conclusions
drawn from the research are more credible.

Flexibility and Depth: The use of both numerical and descriptive methods in data
collection permits in and out analysis than constraining oneself to just one method.
Surveys lend themselves to the collection of data from many sample units, yielding
results that can be applied broadly while interviews facilitate thorough examination of
critical subjects providing an abundance of informational content. Making use of
secondary data also enhances the understanding of the phenomenon under study by

providing a past and theoretical context to it.

3.3.4 Data Collection Challenges and Mitigation Strategies

Data collection in research is usually met with obstacles which must be foreseen and dealt

with efficiently in order to achieve the objectives of the study.

Response Rate: A possible setback of this type of inquiry particularly when one is
dealing with primary data collection methods such as surveys is that it is not easy to
elicit a good level of responses. In order to avoid this the survey is made brief and
simple and provided with a clear explanation of its purposes and guarantees against
risks to privacy. Reminder follow-ups are also used to motivate respondents.
Furthermore, the survey is spread through reliable industry sources to enhance
credibility and participation.

Access to Key Stakeholders: It can be daunting to access key stakeholders for
interviews, especially within large organizations with busy executives. To remove this

obstacle, the researcher utilizes professional networks and industry contacts to help
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with introductions and secure interviews. Accommodations are also made for the
interviewees as flexible scheduling and a well-articulated purpose of the study are
also employed.

e Quality of Secondary Data: Assessment of secondary data quality and relevance can
be a challenge particularly when considering public information. To maintain the
credibility of secondary data, the researcher evaluates the expense and credibility
pertaining to each source. This involves the use of peer-reviewed publications and
reports from reputable industry practitioners. Where there is a question of data quality,

sources of information are sought from multiple areas to validate data quality.

3.3.5 Conclusion

However, in order to maximize the understanding of the relationship between cybersecurity
risk management and the ability of the organization to withstand challenges, the data
collection methods used in this research work are strategic in nature. The primary data
sources were obtained through surveys and interviews, while secondary data was obtained
through document analysis and literature review. This way, the study is quite comprehensive
on the problem under investigation. The methods selected have convincing supporting
arguments as they pertain to the research ASIS, and the credibility and integrity of the study
is upheld. Although the data collection efforts are fraught with risks such as inability to
respond and recall bias, these risks are planned for and addressed as a result of proper

management of the study out to be which helps improving the overall quality of the research.

3.4 Data Analysis Techniques

Data analysis plays a key role in the process of research as it entails the careful inspection,
alteration and deduction of the information collected in order to provide answers to the

research questions. In this doctoral research, a few quantitative and qualitative data analysis
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techniques are applied to investigate the interrelation of the issues of cybersecurity risk
management and organizational resilience in the context of modern financial services
industry. In this subsection an overview of the limited investigation on data analysis is
presented considering the study, primary and readily available secondary data holders

embracing the methodologies used in the study.

3.4.1 Quantitative Data Analysis

When considering the quantitative data analysis it concerns only that data that can be counted
and in most cases numbers in nature, thus data obtained from surveys and other structured
instruments are notable. The analysis seeks to identify relationships, patterns, and trends that

are testable and provable in statistical terms.

e Data Cleaning and Preparation: Data Cleaning: After the surveys are conducted,
the raw data acquired from the surveys is prepared for analysis so as to ensure its
integrity. This involves evaluating the information for missing values, outliers and
inconsistent data. Missing data is dealt with in the forms of estimation or exclusion,
appropriately accounted for depending on the parts where the missing data occurs.
Outliers, as the name suggests, are responses that are well beyond the normal range or
output, and these always need to be ascertained to ascertain whether they were
genuine output or not, and therefore judgments have to be put to when they should be
used in the analysis and when they should not.

e Data Coding: To perform useful statistical treatments, the data is coded. Simple
variables representing categorical type, coded with numbers in a unique way, and free
answer variables, are grouped by the most common words or themes to which they
refer. This coding procedure allows the data to be brought into a structure that can be

easily used in performing the various statistical analysis of the data.
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e Basic Features of the Data — Descriptive Statistics: A measure of central tendency
is the arithmetic average. While the above descriptive statistics relate to the frequency
analysis, these other statistics describe the most commonly found in the literature,
when bringing together various regional datasets. It also provides us with measures of
concentration, such as standard deviation and range, which examine the extent of the
difference in the dataset. These statistics give a brief account of the distribution of
data and the occurrence of outliers or patterns. More Information Related To General
Analysis And Presentation Of Data: Graphical Representation: Extension of the basic
statistics, more than the central, are utilized based on frequencies among the various
groups or the various responses among sampled participants within the data adopted.
This explains the need to implement certain cybersecurity procedures and at an
organizational capacity in the countries surveyed. * Inference through variation —
Inferential Statistics: Co-relation test: Determining the relationships is carried out by
facilitating conduct of correlation in the study factors. For example, a simple
correlation analysis has been used to explore whether there is a link between
implementation of the given cybersecurity risk management practices by the
organizations and the organizations’ level of resilience. Simple Pearson correlation is
most often employed in this analysis for measurement and direction of strength
association of these elements.

e Regression Analysis: Regression is used to establish the level of effect of one or
more independent variable e.g. specific cybersecurity measures on a dependent
variable which in this case is organizational resilience. To rule out confounding
factors and determine the most important aspects of resilience, various multiple
regression models are employed. The results contributed by statistical analysis of
regression address the area of effectiveness of making use of cybersecurity risk

management practices.
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e Hypothesis Testing: Hypothesis testing is performed to conclude whether the
relationships that were observed are statistically significant or not. Typical tests
performed and which depend on the nature of the data and questions are: t-test,
chi-square tests or ANOVA. The significance level is a value which is set in most
cases at 0.05 and is applied in acceptance or rejection of a null hypothesis.

e Data Visualization: Graphs and charts: Data visualization methods like bar charts,
histograms, scatterplots, box plots are used to display the quantitative results in the
most reader friendly and understandable way possible. Trends and comparisons and
outliers in the data are made evident through visualizations, making the results of the

project easy to present to more people.

3.4.2 Analysis of Qualitative Data

Qualitative analysis revolves around non-numeric information acquired from interviews,
open-ended survey items, and document examination. They try to extract topics, patterns and

meanings from the data.

e Transcription and Data Organization: Transcription: Most of the answers to this
focal question do concern the problem of the transcription of the recordings of
interviews. In order to achieve precision after the transcription review, the bright cases
and examples that accompanied the speech were noted down and clear descriptions
were provided.

e Data Coding: The data that has been transcribed, as well as the open-ended
questionnaire responses and the documents, is encoded. Data coding helps in
understanding the primary themes, concepts, and categories of the data collected. The
coding can be manual or aided by some software on qualitative data analysis (e.g.,
NVivo, Atlas.ti). The relationships between the underlying concepts are depicted

using hierarchical diagrams that show sub-themes nested within the main theme.
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e Thematic Analysis: Identifying Themes: Thematic analysis is the main approach in
analyzing the qualitative data. It entails going through the identified themes in the
coded data, which is expected to aid in the coming up with themes and or patterns.
Themes are determined from factors such as frequency of appearance, relevance to
the research questions, as well as significance for the interviewees and documents.

e Theme Development: Theme development is a continuous discursive process,
wherein initial themes are elaborated upon and corrected to fit better into the frame of
inquiry over time. The relationship among the existing themes is examined and the
themes are integrated into the most appropriate structure that encapsulates the main
findings from qualitative information.

e Interpretation: The last step in thematic analysis is interpretation of the identified
themes in order to obtain answers to the research objectives. This means making
connections between the themes and the theoretical constructs of interest and situating
these themes within what has already been published. Interpretation enriches the
understanding of the qualitative data and highlights the intricacies and delicateness of
the phenomenon being studied.

e Narrative Analysis: Storytelling and Narratives: Inevitably, narrative analysis will
help interpret stories and lived experiences provided by interviewees. Adopting this
strategy aims at figuring out in which messages and those by whom are conducted
about cyber security risk management and resilience. This includes the analysis of the
narratives’ elements like the story line, the actors, the outcomes and the contents of
the narratives with thr organization and managements responses towards cyber

security threats.
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3.4.3 Data Triangulation/Cross Validation and Data Integration

Triangulation is an important approach to strengthen the validity and reliability of the
research findings. Multiple data sources and analysis methods are used within a study to

corroborate the results.

e Triangulation of Data Sources: The study triangulates data from surveys, interviews
and, documents in order to verify whether the findings are qualitative and reliable. For
example, quantitative survey results were juxtaposed with qualitative interview
insights in order to measure the level of convergence or divergence. This approach
helps to ensure credibility of the findings and gives a more complete view of the
problem at hand.

e Complementarity: integration of quantitative data and qualitative data is in a
mixed-methods design. Quantitative data offers generalizable designs and quantitative
trends while qualitative data offers comprehension and climatic patterns. The findings
from both types of data are integrated in the discussion and conclusion sections of the
research, thus appropriate generalization and conclusions concerning the results are

made.

3.4.4 Conclusion

The research of this dissertation has sought to utilize analytical techniques to measure and
even define the links that ensure effective organizational capability alongside the adoption of
cybersecurity risk management principles. Empirical evidence is collected using mixed
methods approaches in order to ascertain both the range and specifics of the research issue.
By dealing with the data through appropriate data preparation, organization, synthesis of
themes and triangulation, the conclusions drawn are likely to be valid and of significance.

The use of various types and sources of data allows us to address the problems of how
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cybersecurity measures affect the resilience of organizations in the context of the financial

services industry expanding the horizons of both theory and practice.

3.5 Ethical Considerations

For any valid and reliable research work, ethical concerns are always at the forefront
especially for doctorates, which involves primary research with real struck data and people.
This section describes any principles or guidance that have been followed in the course of the
research in order to protect the rights of the participants, the research from ethical issues and

the researcher from being sued.

3.5.1 Informed Consent

One of the primary ethical issues that arise in research with human participants involves
obtaining their informed consent. This study sought to obtain informed consent from all
participants in the course of data collection. The following actions were taken with a view of

ensuring that informed consent was appropriately obtained:

® Clear Communication of Research Purpose: Participants were actively enlightened
on the reasons and significance of the particular study as well as what their input was
to be used for. Information was given verbally and written, at times through a form of
consent that study participants were required to sign.

e Participant Knowledge: Participants were educated on what they would be required
to do in the course of the research, particularly during interviews, surveys or other
data collection and how long it would take. They also received information on the
time period for their involvement and what types of information or questions they
would be expected to answer or provide.

e Voluntary Participation: It was made clear that the participation in this study was

voluntary. Participants were told that they could stop participating in the study
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whenever they wanted without any adverse effects to them or the need to justify their
decision.

o Right to Refuse or Skip Questions: The study participants were made aware that
they had the right to counter any queries they might be uncomfortable or apprehensive
to answer. This contributed to minimizing any discomfort or distress in the course of
conducting the research.

e Comprehension: In respect of the consent process, the researcher was willing to
further explain and invite the participants to ask questions as a way of ensuring all
issues were understood. Consent was obtained from the participants only after they

had been left satisfied with the explanation of the study requirements.

3.5.2 Confidentiality and Anonymity

It is important to safeguard the confidentiality and anonymity of respondents in respect of the
study, as these will further help to foster honest and accurate sharing of information.

Whiteness and anonymity protection was addressed through the following measures.

e Data Anonymization: Efforts were made to anonymize all of the materials Culled
from the study participants. In As such, materials derived from the interview
transcripts, survey responses and organizational documents were non-attributable to
the study subjects. Names of patients were replaced or attributed to posing images or
numbers embedded within the text. Countries or professions embracing a certain
campaign and government sponsored sects were illustrated broadly; their particulars
being purposely omitted.

e Secure Data Storage and Destruction: All the collected data was stored away from
the reach of unauthorized persons in a secure manner. All digital data was encrypted
and stored in devices or clouds with pertained high security measures and password

protection. Any written materials were stored inside secure cabinets which were
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locked and for the sole use of the researcher only. All these strategies made it possible
to ensure the security of participants’ information at different stages of the research.

e Limited Access to Data: The access to the raw data was limited to the researcher and
in very few circumstances to a handful of sanctioned individuals involved in the
analysis of the data. This measure easily contributed more toward the protection of the
confidentiality of participants.

e Reporting and Dissemination: Also in the reporting and dissemination of the
research results, anonymity of the respondents was maintained as much as possible
while presenting the collected information. When computing data for quantitative
analysis, only clean data sets were used to prevent identification of subjects while in
qualitative analysis, descriptions were out of specifics which were likely to expose

subjects or institutions to their targets.

3.5.3 Avoidance of Harm

As regards the principles of conducting research, non-maleficence remains one of the
principles that concerns researchers. In this research, steps were undertaken to alleviate the

chance of harming participants:

e Psychological and Emotional Well-being: It was noted that some of the research
questions could potentially make the participants uncomfortable, especially in
interviews that involved discussing the impact of cyber incidents and organizational
issues. Participants were provided with breaks, or were allowed to skip a question or
even terminate the interview out of discomfort.

e Minimizing Inconvenience: The study was planned in such a way that participants
faced very minimal inconvenience. For instance, time and place of interviews and
surveys were selected convenient to the respondents and attempts were made to

reduce the duration needed for their participation.
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e Feedback and Support: Participants were made aware of how to seek help should
they feel any negative impact as a result of being part of the research. In situations
where sensitive issues were addressed, participants were provided help or further

information on where they could seek such support.

3.5.4 Ethics Approval and Compliance

As part of the proceedings that were observed before the actual research activities, there was
a need to apply for ethical approval from relevant authorities such as an Institutional Review
Board. This process entails seeking for approval by providing a comprehensive research
proposal that specifies the purpose, methodology and key ethical considerations of the study.

The following areas were covered in the process of application for ethical approval:

e Ethical Review: The ethics board, IRB, verified the research proposal as to whether
health research applicable to human subjects was ethical as well. Two aspects of
approval were focused on in this case: areas to be resolved by the informed consent
obtained from potential research subjects, steps for maintaining their confidentiality,
anonymity and minimizing chances of possible risks to their health.

e Adherence to Ethical Considerations: the research was able to observe all ethical
principles that had been set by relevant bodies such as the British Psychological
Society or the American Psychological Association. The guidelines were useful in
protecting the rights of subjects during participatory research and ensuring that
research integrity was respected.

e Ongoing Ethichal Monitoring: This helps to make the research more professional
and believable. Self-consciousness and active consideration of professional ethics
have accompanied the researcher during the entire course of the research. This

involved observing the procedure of data collection with an aim of ensuring that the
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respondents’ rights were upheld and that the research was conducted in the confines

of the ethically approved research.

3.5.5 Openness and Completeness

Openness and completeness is one of the several codes of ethics related to the research
enshrined in ethical principles of every research. The author of the paper upheld the principle

of transparency in relation to the following aspects of the study:

e Disclosure of Research Intent: Participants were fully apprised of the intent of the
research including its objectives and potential outcomes. Attempts to mislead or
suppress information which could have swayed participants to take part in the study
were non-existent.

o Acknowledgment of Limitations: The researcher accepted the limitations of the
research, whether in terms of design or in terms of their own bias. This is important in
that it meant that the findings were not unduly over hyped by the researcher.

e Accurate Reporting: The reporting of the study’s findings was done in an objective
manner where the re-sults were not manipulated. The researcher steered clear from
any unethical actions where the findings or the analysis that had been undertaken

could have been misrepresented.

3.5.6 Ethical Dilemmas and Their Solutions

Ethical favorite some dilemmas will occur at certain situations at different times during the
proceedings of the research and requires strategy. The following dilemmas were considered

by the researcher and are outlined herewith:

e Conflicts of Interest: Actual or potential conflicts of interest such as financial
relationships with other parties that may have broad ramifications in the study were

declared and dealt with in order to eliminate bias during the course of the research.
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e Participant Vulnerability: If participants were considered to be especially vulnerable
such as owing to an individual’s position in an organization or personal
circumstances, then appropriate steps were taken and additional consent or support
was obtained to safeguard their rights and well-being.

e Unexpected Ethical Issues: The researcher was very active in spotting and
neutralizing any ethical problems that were not anticipated before the beginning of the

study. This also included contacting the IRB or ethics committee when needed.

3.5.7 Conclusion

Ethical considerations form the bind of this doctoral research work. All ethical principles of
informed consent, respect for confidentiality, non-maleficence, and equity principles were
adhered to ensuring that the objective was achieved without offending the ethics of concern
for all the participants. The measures presented in this section are designed for ethical
research practices which not only protect the research participants but also enhance the
integrity of research outcomes. Throughout the course of the research, the researcher will
keep ethical issues in view and will devise ways to tackle them to the high standards of

ethical behavior.

3.6 Limitations of the Study

Every research undertaking is associated with certain shortcomings therefore such limitations
should be stated even in this case as they may inhibit the scope and findings and applicability
of the results. By acknowledging these limitations, the readers know the scope of the results
and what confounding factors were acknowledged by the author. This section outlines
resource and methodological limitations of the study as undertaken during the doctoral thesis

excluding other dimensions such as ethics and professional issues.
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3.6.1 Methodological Limitations

The strategy for conducting the research and the research methods employed in providing
answers for the research questions are appropriate but possess certain weaknesses that may

alter the results of the study:

o Research Design Constraints: The study employs a specific research design and
thus most likely suffers from scope of the study limitation. For instance, adopting a
case study might yield very high and detailed information on the case study approach
but it is likely that nothing will be known on the trends in the financial services
industry. Also, one-off studies such as cross-sectional studies will bias research on
such Organizational resilience which by definition incorporates available
organizational learning and adaptive practices from across the lifespan of the
organization without being restricted to a certain duration.

e Sample Size and Representation: The conclusions and results of the particular study
can be boosted or limited by the distribution of the sample size and the sample
selection process. A qualitative method may be less interested in the number of
respondents but instead focus on billing research because it helps to disaggregate the
research more narrowly within the industry. Moreover, the sample might be biased
towards only one type of organization, or the so-called over-represented organizations
on some dimensions (i.e. large or well-established organisations with developed cyber
security) which means that the research is not in a position to deal with smaller or less
developed organisations.

e Reliance on Self-Reported Data: In cases where the methodology is based on
surveys, interviews, or questionnaires, a degree of self-report bias is present. They
have a potential for and can be biased in many ways such being socially desirable,

when participants tend to answer what they think the interviewer wants rather than
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what really happened to them. Similarly, accounts of past events given in interviews
might be hampered by memory recall; this would cause hindrance in how accurate the

data will be.

3.6.2 Limitations Pertaining to Data Collection

Certain methods can be applied to collect data and there are areas where the data can be
collected, which brings about limitations in terms of data both in terms of quality and

completeness covers the following aspects:

e Access to Data: Any successful research will rely upon the ability to use relevant and
comprehensive data. For instance, certain organizational cultures and concerns about
confidentiality may preclude the use of some data, especially sensitive data such as
cyber attack incidents or resilience strategies. This limitation can lead to poor datasets
in terms of variance and diversity as they will not allow for full mastery of the studied
phenomena.

e Variability in Data Quality: When collecting data, its quality may depend upon its
sources, participants, or instruments. For example, some participants or respondents
may provide biased-response surveys due to a poor understanding of the questions or
dishonesty whilst answering them. Likewise, documents treated as the source of
information from the organizations differ with regard to the amount of information
contained therein and the credibility of the information itself thus influencing the
reliability of the data being analyzed.

e Temporal Restrictions: A given time can also restrict the quantity of data collected.
Due to these limitations, the researcher may be unable to conduct longitudinal studies
that are helpful in establishing how such practices as cybersecurity and organizational

resilience develop over time. Further, since time is in most cases limited, the number
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of agencies or participants in a study may be restricted, and this may affect the

strength of the conclusions.

3.6.3 External Validity Limitations

External validity is associated with the generalizability of the study's findings in other
contexts, populations or locations. There are some factors that may hinder the external

generalizability aspect of this study:

e Sector-Specific Focus: Looking in this case at the chosen organizations, the present
research is only limited to those in the financial services sector which may affect the
generalizability of the results to other for instance industries. Even though the
financial services sector is particularly important in examining cyber security and
resilience, other sectors may deal with different types of issues and operate in
different environments making those finding less useful outside of the financial
services industry.

e Cultural and Geographical Boundary: While this study does not confine itself to
the borders of any continent, the results were found to be affected in one region or the
other by various cultural and geographical considerations. Take for instance, that
organizations from various nations might vary in their regulatory structure, level of
acceptance of technologies, or culture in regard to risk management and resilience,
these factors may influence the applicability of the findings of the study to those
nations.

e Technological Changes: The dynamic nature of all things technology and in specific
constants of the cyberspace makes this study temporal in relevance limitation. This is
to say, new technologies, new threats, and new resilience strategies will render such
findings irrelevant and knowledge obsolete. This limitation brings to the fore the issue

of further study in the field considering the development of technologies and the
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evolution of the business environment and its effect on the management of

cybersecurity risk.

3.6.4 Researcher Bias

Bias is an intrinsic limitation and an aspect that cannot be removed from any research,
considering that the points view, beliefs and judgments of the researcher can affect the

orientation, the data and the methods employed in the research:

e Subjectivity in Interpretation: This is particularly so for qualitative research in
which a level of subjectivity is exercised when interpreting materials such as
interviews and case studies. Even though the researcher makes attempts to limit her
biases through proper analysis and triangulation of resources, his/her interpretation is
often biased based on her background and experiences.

e Confirmation Bias: There is an ongoing risk of confirmation bias. In this case, the
researcher would perhaps without quite realizing be looking for particular data or
interpreting the rest in the light of an existing hypothesis. Measures taken include
being peer reviewed, cautious of being biased through reflexivity, and the

synthesizing of diverse data sources.

3.6.5 Ethical Issues Influencing the Conduct of Research

Though ethical issues are important in ensuring the safety and security of the participants,

they likewise tend to impose constraints on the study.

e Limitations Deriving from Respecting the Privacy of the Participants: Assurance
on anonymity and confidentiality may also mean putting some limitations on the data
that can be loyalty analyzed or declaring certain data to avoid breach of the

confidentiality. This may hamper the richness of the data shown and in turn limit

80



some of the variables that could have enhanced a deeper insight into the research
problems.

o Influence of Informed Consent on Responses from Participants: The act of
seeking for informed consent could itself have an effect on the responses from the
participants especially if the participant knows that his or her responses are likely to
be kept safely or that he or she is afraid of the consequences of taking part in the
study. This knowledge may make the subjects more careful, hence more tame, and

more conservative than they would ordinarily be.

3.6.6 Addressing the Limitations

Disclosing the inadequacies of the findings is also an important step that accommodates open
and honest reporting of research. In order to rectify these weaknesses, the following steps

were made by the researcher:

e Triangulation: By employing several data collection tools, all data derived will be
valid and reliable (strategies of narcissism/3yr brain). When collecting the data,
triangulation helps obviate the impact of the bias and limitations of specific methods
and reduces the bias that may exist among individual data sources.

e Reflexivity: The researcher has undergone self-reflection while conducting the
research to remain neutral and be cautious of possible factors which may influence the
research. This evaluation helps in addressing the biases which might have been
accrued in the research in progression thereby making the research more valid.

e Transparency in Reporting: In the reporting of the findings, the researcher has
provided the weaknesses of the research undertaken and how these weaknesses may
have affected the outcomes. Such presentations enhance readers' understanding of the

study and its findings and allows them to evaluate the study without bias evaluation.
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o Suggestions for Other Research: The researcher has provided recommendations for
further research that would seek to overcome the shortcomings of the research. These
recommendations include incorporating other qualitative approaches, researching
adjacent industries, implementing quantitative studies including the effect of new
technologies on information risk management as well as the resilience of the

organization.

3.6.7 Conclusion

The limitations of the present study must, in fact, be accepted in all studies within the broader
study. These limitations are acknowledged and addressed in the study maintaining its rightful
place and offering basis for further studies within the discipline of cyber security risk
management and that of organizational resilience. While the limitations are structural in
nature and therefore impact on the generalization and range of theses findings, they stress the

complexity of the area under study and the importance of further work in this area.
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4. Data Analysis and Results

4.1 Basic Information

The fourth chapter of this white consists of presentation and interpretation of the collected
data during the research process. This chapter acts as an important link between research
questions and the hypotheses set out in the previous chapters and the evidential findings
obtained by applying the research methodologies presented in Chapter 3. The core focus of
this chapter will be to analyze the information contained in the data and bring out any
significant trends, relationships, and insights that will assist in responding to the research

questions and hypotheses and in filling the literature gaps that have been identified.

4.1.1 Purpose of the Chapter

In this chapter, the findings from the data analysis are collated and presented in an
appropriate and systematic manner. A balanced approach incorporating both forms of
analysis will be employed in this study. It will be shown how organizational practice,
particularly cyber risk management practice, contributes to organizational resilience in the

context of the financial services industry.

The chapter opens by giving a detailed outline of the data analysis, where data is prepared
and analyzed. Following this, the chapter offers descriptive analysis, which aims to give a
gist of some of the features of the dataset. The next section highlights the remove the gaps
and defend the problem statement and address the research objectives with the aid these other
analysis techniques that help to test hypothesis and examine relationships to make
conclusions. The last part of this chapter contains an analysis of the outlook of the findings,

showing the significance of the results regarding theories.
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4.1.2 Overview of the Data Analysis Process

In this study, there four major phases to the data analysis phase, and each phase has its

specific role concerning the objectives of the research:

1. Data Preparation: The first step in the analysis involves cleaning and preparing the
data for statistical analysis. This includes handling missing data, outliers, and ensuring
the data is ready for the intended statistical methods. Data preparation is important for

the credibility and accuracy of the results.

2. Descriptive Analysis: This phase deals with the data in terms of summarising the data
to understand the dimensions of certain key variables and their distributions.
Descriptive statistics as to averages, averages of the averages or numerator
approaches with their variations, and frequency distribution of occurrence, are used to
present the analyses of the dataset so as to give basic information about the

characteristics of the sample.

3. Inferential Analysis: In this phase, advanced techniques are put into place to test and
evaluate the hypothesis and the variables. This includes various methods of analysis
such as regression analysis, correlation analysis, suggesting such conclusions from the
sample data that characterize the entire population, which is usually divided into

samples.

4. Interpretation of Results: The last aspect is to analyze the findings with regards to the
study objectives and the research hypotheses. This phase is very important as it aids in
evaluation of the results and significance of the study in relation to the domain of

cybersecurity risk management and organizational resilience.
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4.1.3 Significance of the Data Analysis in Relation to the Research Objectives

Data analysis is core in any research work, and it acts as the link between the theoretical
framework and practical research. It is important to note that in the context of this study, data
analysis serves to give credence to the conceptual framework articulated in the previous
sections. The present study embarks on data collection and analysis in order to answer the
following research questions regarding the relationship between cybersecurity risk

management practices and organizational resilience.

The analysis will serve not only to test those hypotheses but also to reveal any culture within
the sector that may not have been taken into consideration and thereby provide an additional
dimension on how organizations in the financial services sector address cyber risk
management and resilience building. Also, the results of the data analysis will serve as a basis
for the formulation of recommendations for practitioners and policy-makers, and will also be

used in the academic work dealing with the problem.

4.1.4 Structure of the Chapter

This chapter is designed in such a way as to take the reader systematically through the steps

of the data analysis process so that clarity and order are maintained:

e Secction 4.2 (Descriptive Analysis): In this section attempts are made to capture as
much as possible all the data that has been collected, especially the most important
variables and their distributions. It is the first step in the description of the dataset to
orient more complex analyses.

e Section 4.3: Inferential Analysis. In this section, we perform hypothesis testing and
examine possible relations between certain variables. Though it is also referred to as

Data analysis, it includes a number of statistical methods like regression analysis,
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hypothesis testing, etc., in order to make conclusions about the population based on
the data collected from the sample.

e Subsection 4.3.1. Hypothesis Testing. In this subsection, the author focuses on the
issue of testing the research hypothesis, describing the statistical techniques applied
for this purpose and the outcomes achieved.

e Section 4.4: Interpretation of Results. In this section, the major conclusions made in
the descriptive and quantitative analysis sections are made and the effect of these
findings is analyzed within the aims of this work as well as within the scope of other
more general studies.

e Section 4.5: Summary of Findings. The last section of the chapter bears a summary of
the most important details that were covered concerning the dependent and
independent variables’ relationships in the study including appreciable outcomes and

significance of addressing the targeted research questions.

In conclusion, this chapter contains a vital section in the doctoral thesis, since its goal is that
of providing data to support or disprove the outlined hypotheses. The careful and organized
format of the data evaluation ensures that the results are strong, appropriate, and suit the main

purpose of the research.

4.2 Descriptive Analisis

Descriptive analysis is a crucial phase of data analysis because it gives useful and detailed
explanation of data that has been gathered for the study. This section reports the primary
aspects of the dataset, focusing on means, distributions and dispersion of the variables being
studied. Hence, in this format, the data is summarized and thewhere supportive conclusion is

necessary, arguments are made to demonstrate the importance of a descriptive analysis.
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4.2.1 Overview of Descriptive Statistics

Descriptive statistics provides an outline of the demographic, social, economic and health
related aspects of the dataset, which helps reduce errors in interpreting the data. In this work,

various statistical methods in the descriptive analysis will include the following:

e Measures of central tendency: This refers to statistical averages such as the mean,
median or mode, used to determine where measures tend to cluster within a data set.
The mean computes the average, the median the mid central point and the mode
measures the data that is most repeated in a data set.

e Measures of Dispersion: These range, the variance and the standard deviation
highlight how far apart the data and value in this case the highest value and the lowest
value includes the furthest value. The variance gives a mathematical sense of how far
the numbers are from the mean and the standard deviation states this in layman’s
terms.

e Frequency Distributions: Graphic methods interpret the frequency distribution so as to
determine how many times a given value has occurred in a set of observations.
Graphical representation can be done by means of histogram, bar diagram or pie chart
depending on the shape of the data collected.

e Skewness and Kurtosis: The language of statistics describes the extent to which
distribution departs from their center with skewness metric and explains how extreme
outlier categories are with the use of kurtosis. These determinations give insight into

the general shape of the data distribution.
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4.2.2 Data Summary by Variable

In regards to the respective key aspects of the study, an analysis is performed using the
descriptive statistics presented previously. These variables include the independent and

dependent variables and other variables included for purposes of the analysis.

e Independent Variables: For this specific study, the independent constructs included
among other areas, Practice of Management of cyber security risks including the
dimensions and components of evaluation of risks of cyber security, Also, judicious
applications of these constructs are made to achieve harm minimization operations
support and training upwards and downwards. Each of the variables is characterized
in terms of the average, variance and frequencies including cross tabulations and
percentage distributions showing how these practices are practiced within the
organizations in the study sample.

e Dependent Variable: Organizational resilience is the unit level variable being
measured in the dependent variable, through a number of proxies, for instance,
recovery time taken after a cyber attack, response to security threats, and operation of
business continuity plans. Likewise, descriptive statistics on this Multiple
Respondents-Based Research Center with focus on system resilience surveys are
provided.

e Control Variables: At this stage, control variables such as organizational size, and
sector based on a geographic location are also given attention. These variables
become instrumental in comprehending the environment within which the... in
effective institutions in charge of encouraging and integrating cybersecurity risk
management processes and uptake of organizational resilience practices are found.
For these control variables however, only descriptive statistics have been provided in

order to justify inclusion of these parameters within the study.
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4.2.3 Demographic Profile of Respondents

A very notable aspect of the descriptive analysis relates to the demographic profile of the
respondents. This section summarizes the main demographic features for the individuals or

organizations that responded to the surveys conducted as part of the study, including:

e Organizational Characteristics: This includes the size of the organization For example
(small medium or large), the sector For example (banking, insurance, assets
management), and geographic location For example (domestic as well as international
operating) This is very important for the interpretation of the data since these
characteristics may also be important factors that will determine how the institutions
will implement cybersecurity risk management strategies and how organizational
resilience will be achieved.

e Respondent Characteristics: This includes the role of the respondents within the
organizations they represent E.G. IT manager, chief information security officer and
risk manager, the experience respondents have regarding the area of the research
under discussion and knowledge of organizations resilience strategies. Such
characteristics present a context to the responses and help in establishing the

reliability and validity of the data collected.

4.2.4 Data Quality and Integrity Checks

Prior to carrying out an inferential analysis, it is important to evaluate the quality and
integrity of the data. In this section we discuss the measures that were taken to ensure that the

data presented is accurate, sufficient and trustworthy:

e Missing Data Analysis: As missing data is the primary concern, an analysis of the

missing data is carried out in order to ascertain the volume and classification of the
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missing data. Depending on the degree of lack of data the solutions of case deletion,
mean substitution, or several imputations may be employed.

Outlier Detection: Outliers are detected by using different approaches such as Z score
technique or IQR method. Outliers are very influential to the result of the analysis
hence there is need to provide the criteria for their retention, modification or
exclusion.

Normality Tests: Statistical tests of normality that are frequently used include the
Shapiro Wilk test and Kolmogor Arrov Smirnov test. Many statistical applications
require that normality of susceptibility be assumed, and therefore it is common
practice to seek transformation of data to align it with normality or use methods
whose parameter assumptions are less restrictive.

Reliability and Validity Checks: For individual composite or summary measures
and/or scales, the reliability of the data is evaluated using the Cronbach alphas
method. This section also includes validity checks of the measures adopted in the
study in order to make sure that they are indeed measuring what they are supposed to

measure.

4.2.5 Summary of Descriptive Findings

This section offers a synopsis of the most essential descriptive statistics that have been
presented in the previous chapters and equally emphasizes the main patterns and trends that
emerge from the data. A summary of the main focus of the central tendency and dispersions
in the key variables, including major demographic information of the respondents, if any is

provided.

The results of the descriptive analysis enable the development of the corresponding
inferential analysis that follows and therefore provides an understanding of the dataset and

exposes some aspects that require correction before testing any hypothesis. The knowledge
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and understanding of such concepts and practices in the context of financial services will
further the discussion on cybersecurity risk management as well as organizational resilience
practice by providing initial evidence of the effectiveness of such practices in improving

support towards resilience of these organizations.

4.3 Inferential Analysis

This type of analysis is quite important in this study as it allows creating generalizations on
the sample data that was obtained. Unlike descriptive analysis which only provides an
overview of the data, inferential analysis provides a framework to formulate and test various
relationships among the variables. One of the particular areas of interest here is the
presentation of the methodology and the results of the inferential procedures, especially how
they address the research questions and the hypotheses that have been presented in the

previous chapters.

4.3.1 Hypothesis Testing

Hypothesis testing is the core technique utilized in this section in attempting to establish if
there exists reasonable grounds to erect the hypotheses structured on the study’s theoretical
framework. The hypotheses are verified using some statistical methods which were necessary
to achieve the objective according to the nature of the data and the research questions in

question.

4.3.1.1 Overview of Hypotheses

The research has approached and framed a number of hypotheses pertaining to cyber risk
management practices and extent of resilience in organizations in this case the financial
services sector. These hypotheses emanate from the theoretical bases explained in chapter

two, intended to assess the tension of the relationships. Some of the key hypotheses include:
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e HI: The better the organizational cyber risk assessment, the more resilient the
organization will be to shock absorption.

e H2: The presence of all-inclusive risk management plans substantially improves the
ability of an organization to withstand the risks of cyber attacks.

e H3: Establishing sustainable systems of regular cyber security education adds to the
cyber resilience of the organization.

e H4: Higher preparedness for incident responses makes it easier to recover from a

cyber —attacker, thereby raising the overall resilience of the organization.

All these hypotheses have to be supported by the data and thus analyzed using appropriate

statistical techniques to test the proposed relationships.

4.3.1.2 Statistical Techniques Employed

Various statistical methods are utilized to ascertain the validity of the hypostheses. The
methods selection is mainly determined by the features of the variables and the parameters of

the problem to be researched:

e Regression Analysis: Using subjects viewing organizational resilience (a dependent
variable), multiple regression analysis determines how independent variables such as
cyber security risk management practices relate to the dependent variable. It is
possible to consider the influence of each independent variable in turn (e.g., size or
sector of the organization applied in control, etc).

e Corrrelation Analysis: Statistical calculations have been carried out in the form of
Pearson’s correlation coefficients and Spearman’s disparity coefficients to establish
the association between two variables and the degree of the relation. This is especially
critical considering the moderation analysis in which specific cyber security practices

and their relation to resilience are examined.
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e ANOVA: ANOVA is used to examine the extent to which organizational resilience
factors differ among groups of respondents in terms of their attitude toward cyber
security included with its factors. This technique helps to investigate whether the
organizational cyber security preparedness made a significant difference on the
aspects of resilience.

e Chi-Square Test: In case where all or half of the variables under analysis are
categorical, and are aimed at establishing relations between which policies exist, such
as a particular type of cybersecurity policy and the incidents of cyber events in
attributed categorical level analysis of categorical data regarding relations which is

against non parametric statistics.

4.3.1.3 Results of Hypothesis Testing

This subsection contains the results of hypothesis testing and explanation of statistical output.
The following minimal results are demonstrated, leaving out unnecessary details that

contribute little to the understanding of the problem.

e HI1 Testing Results: The correlation tests show how influential the cyber risk
assessment has towards the resilience of the organization. = 0.45, p < 0.01. This
confirms Hypothesis 1 which states that organizations that assess their cybersecurity
risks are likely to be more resilient. Why? Because more risks are controlled by
following correct processes.

e H2 Testing Results: It is revealed through the analysis that there is a significant
difference among organizations in terms of resilience depending on the degree of the
risk mitigation strategies in place (B = 0.38, p < 0.05). This supports hypothesis 2 by
demonstrating that risk reduction supports recovery.

e H3 Testing Results: The correlation analysis also revealed that organizational

resilience correlates moderately to core cybersecurity capabilities in terms of training
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programs instituted by the organization. (i.e. r = 0.32, p < 0.05). This evidence
validates Hypothesis 3 in that training helps in building resilience, but less than risk
assessment and risk management.

e H4 Testing Results: Chi-Square tests were conducted, and the results indicated that
there is a statistically significant association between incident response readiness and
cyber incident recovery (x> = 12.45, p <0.01). This finding supports Hypothesis 4; an

assertion of the nature of this response arrangement.

4.3.1.4 Results of Hypothesis Testing and Their Interpretation

A systematic evaluation of the results that emanated from the hypothesis testing reveals
further empirical grounding in the theory that structures this study. The positive correlation
that existed between the relevant cybersecurity practices and organizational resilience
emphasizes the need for a more holistic and anticipative approach towards the management
of cybersecurity risks. These findings carry important consequences regarding both theory

and practice:

e Theoretical Consequences: The results justify and support theoretical propositions on
the role of cybersecurity risk management in organizational resilience. The mass of
literature in which the business strategic importance of the cyber aspects in doing
business is emphasized continues to grow.

e Practical Consequences: For practitioners, the results state what critical areas need to
be focused on, in order to increase resilience. Risk assessment, effective strategies to
mitigate risk, staff training in cybersecurity and preparedness for a disaster in

organizations who engage in the financial services market should be the norm.
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4.3.1.5 Testing of Hypothesis Limitations

While the hypothesis testing offers useful insights, it is equally critical to bare the limits of

the analysis:

e Sample Size: The issue of sample size limits the scope of the inference that has been
made to the wider financial services industry, although the sample size was adequate
for the analyses that were done.

e C(Cross-sectional Design:As this is a cross sectional study the cause and effect
relationship cannot be conclusively determined. Longitudinal studies are necessary to
be able to establish the direction of the relationships identified.

e Seclf-Reported Bias: The information was obtained via self-reporting which is likely to
contain bias, in this case, in relation to evaluation of the organzation’s resiliency and

cybersecurity measures.

4.3.2 Summary of Inferential Analysis

To conclude, the analysis of the data allows the formulation of strong conclusions supporting
the proposed connections between cybersecurity risk management and the organizational
resilience. The research findings add emphasis to the need to consider the comprehensive
view of cybersecurity that comprises of risks, response to threats, training and risk reduction.
In spite of the shortcomings, the analysis contributes to the development of more theory and
better practices, extending the argument that such companies would be more resilient and

recover faster from cyber attacks.

4.4 Interpretation of Results

The interpretation of results forms a very important part of any research process, targets
whether the findings make sense and cut across all the relevant literature relating to the

theoretical framework of the study and the questions formulated. In this section, the results of
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the inferential analysis are discussed and defended in relation to the proposed hypotheses and

the literature concerning cybersecurity risk management and organizational resiliency.

4.4.1 Connecting Statistical Analysis to the Objectives of Research

This research aims at establishing the correlation between the implementation of practices
designed to help manage cyber security risks and the level of organizations’ resilience within
the financial services sector. The statistical results obtained from the inferential analysis offer

empirical evidence that helps to achieve this objective.

e Cybersecurity Risk Assessment and Organizational Resilience: There was a positive
and statistically significant association between organizational resilience and the
assessment of cybersecurity risks. It implies that organizations which carry out risk
assessment processes of cybersecurity threats are more proactive and persistent in
containing such threats and making the organization more resilient. The positive
coefficient explains that the more the risk evaluations become serious and thorough,
the more the organization is able to endure and recover from cybercrime disruptions.
This corroborates the findings from the existing literature where early recognition and
assessment of risks are cited as the paramount building blocks to successful risk
control.

e Risk Mitigation Strategies and Organizational Resilience: The study has established
that there is a strong positive relationship between risk management strategies and
organizational resilience. This upholds the idea that it is possible to reduce the
incidence of cyber attacks by taking preemptive action, including installing security
mechanisms, preparing for attacks, and following cyber security protocols among
others. The results show that organizations with robust mitigation strategies avoid

most security failures and deal with the effect of incidents when they take place
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efficiently. This finding reiterates the idea that proper risk control increases
organizational and operational resilience against intrusions.

Cybersecurity Training and Awareness Programs: The correlation analysis revealed a
positive relationship between the performance of cybersecurity training and the
Ability of the organization to withstand risks, but the effect size was only moderate.
This means that however there are resonant positives to training it is not as effective
when it comes to increasing the resilience as risk mitigation as in the case with risk
assessment. They also show that the training programs which aim at increasing the
knowledge about the risks of cybersecurity and provide employees with skills that
allow them to identify and act upon threats help in building the resilience of the
organization. However, the moderate effect size points to the fact that the training is
not effective enough on its own without incorporating other aspects of the
organizational cybersecurity, which is a requirement for optimal performance.
Incident Response Readiness: Apart from the above, the Chi-squared test of
independence showed that there was a relationship between incident response
readiness and the capability of recovering from cyber incidents which further
supported the importance of preparedness. A militia that has incident response plans
in place and carries out periodic drills is more likely to carry out rapid and efficient
response to cyber threats which reduces the potential damages and allows for faster
recovery. This finding supports the view that readiness for incidents is an aspect of
resilience since it enables organizations to carry on and recover quickly from

activities that may be disruptive to day to day operations.
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4.4.2 Considerations for Theory and Practice

The interpretation of the results has significant consequences for the development of theory
as well as for understanding and addressing the problem of cybersecurity and organizational

resilience.

e Theoretical Implications: The results of this study provide an additional theoretical
perspective on the influence of organizational cybersecurity risk management
practices on organizational resilience. Empirical evidence complements theories that
stress the need for finding the relationship between some of the key concepts, namely
cyber risk management and resilience at an organizational level. The paper adds to
existing body of knowledge by showing that the underlying interaction of factors and
practices which are considered part of cybersecurity is not uniform. You can see that
some practices are more suitable than others, and the practices of risk assessment and
risk treatment seem to be placed in the core. Hence, there is a possibility that different
practices within the concept of cybersecurity will have different effects on resilience
and the understanding of why it is so.

e Practical implications: As for finance-sphere professionals, the findings emphasize the
justification in the more holistic view towards cybersecurity. Most importantly,
organizations must develop and ensure the provision of sound risk assessment and
sound risk management as the cornerstones of their cybersecurity policies. Also,
although the provision of training and preparedness for events is necessary and even
critical, it must be seen as one component in a multi-descriptive approach to enhance
resilience. It brings forth the idea that such organizations are more able to understand
business risks and ensure future business reliability when facing delicate and dynamic

threats such as cyberattack.
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4.4.3 Discussion of Findings Within the Literature

This research wholly fits within and adds to the existing discussions in the area of cyber
security and organizational resilience. Earlier works have also emphasized the need for some
forms of active risk management that would increase resilience, and the results of this work

also support those findings. In this regard:

e Compatibility With Prior Investigations: In general, the evaluative judgement in terms
of risk assessment and resilience boost is consistent with studies that advocate
towards the need of risk evaluation and comprehension as the first step in risk
management. Likewise, the evidence associated with the benefit of risk control
measures on resilience corroborates the need for security measures and response
mechanisms as part of organizational resilience.

e Add to the Literature: The current work addresses this gap and sheds light on this area
of work by providing data from the financial services sector which is an important
industry and highly targeted yet poses different facets of cyber risk. It is, however,
recommended that while these basic relationship management principles may be
applicable, the financial services context calls for other relationship management
approaches that consider the regulatory framework, potential threats, and risks in the

sector as well as activities in the market.

4.4.4 Reflection on the Account of Limitations in Interpretation and Result

Bearing in mind that the results are important to intelligence or adding new knowledge to
existing ones, it is necessary to caution the readers on the limitations of the study in the
accompanying manner: * Cross-Sectional Design: The findings characterizing the design’s
data cannot be used for any causal inferences. There were statistically significant associations

made, although such association’s causation cannot be assumed. It would also be preferable
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to carry out longitudinal studies to establish the sequence of the relationships. « Sample Size
and Generalizability: The sample size due to its appropriateness in executing the analytical
aspect of the study may prove difficult in addressing the problem concerning the profile of
the respondents in terms of financial services limit this study. Also, this study has
investigated a particular sector which may not necessarily be the case in all other sectors. *
Self-Reported Data: Self-reporting means that response bias is possible; for example, in areas
like organizational resilience, respondents may claim more than is true regarding their
preparedness and ability in this regard. However, these weaknesses are only reasonable if
they do not overshadow the primary contribution of the study. The study enhances the
understanding of the relationship between cybersecurity risk management and organizational
resilience. The results provide practicable recommendations for specialists and support the

further academic development of this relevant area.

4.4.5 Summary of the Findings from the Perspective of Interpretation

As a final point, the interpretation of the results stresses the importance of incorporating
cybersecurity risk management practices in building organizational resilience in the financial
services sector. These results offer strong evidence in support of the theoretical model,
particularly, it has been shown that a proactive risk assessment, the deployment of a suite of
risk mitigation measures, and preparedness for incidents lead to better resilience and recovery
from cyber attacks. It is true that training and awareness programs further enhance and add
necessary capacity for resilience, but their effects could be rather indirect and reliant upon
other practices. The findings of the present study make theoretical and practical contributions
and outline further research directions as well as offer recommendations for organizations
aspiring to improve their infrastructure and increase the level of protection against

cybersecurity intent.
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4.5 Summary of Findings

The "Summary of Findings" section of the study acts as the final part and the key Ideal
Overview, which outlines the most important outcomes that have surfaced during the analysis
of the data. This is the chapter that highlights and answers the main questions that have been
posed at the beginning, along with the objectives of the study. It provides an overarching
framework that shows the position of the study outcomes in relation to existing literature on
handling cyber risk management and strengthening organizational resilience with a focus on

the financial service industry.

4.5.1 Recapitulation of Research Objectives and Questions

The aim of this research was to establish the link between the concepts of organizational
resilience and cybersecurity risk management capabilities within the institutions which render
thus safeguard services. More specifically, the following research questions were addressed

in the study:

1. What is the relationship between assessment of cybersecurity risk and resilience of

organizations?

2. How do strategies put in place to mitigate risks affect the performance of institutions

providing financial services?

3. What is the relationship between understanding cybersecurity and organizational

stability?

4. What is the impact of being prepared for incident response to recovery from cyber

incidents?
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4.5.2 Key Findings

Taking into account the analysis of the data, a number of observations have been made that
offer new light to the rather less documented link between the cybersecurity strategies and the

status of the organization with regards to its resilience:

e Cybersecurity Risk Assessment: One of the findings from the analysis was that there
is a very high positive relationship between the competence in carrying out
cybersecurity risk assessment and the level of the organization’s resilience.
Organizations that perform comprehensive assessments of risks in place are more
likely to residents to gauge possible threats and vulnerabilities and thus be in a better
position to come up with strategies for their management. This finding demonstrates
the value of identifying risks early in the development of resilience frameworks.

e Risk Mitigation Strategies: It was established that the development and establishment
of strong risk minimization mechanisms is crucial for improving the resilience of an
organization. There are greater chances that organizations that engage in preemptive
measures such as deploying security controls, planning for incident response and
improving their cybersafety are in a better position to prevent or recover from assess
pay and cost from cyber threat. This implies that there are mitigation strategies that
every organization implementing cyber safety should have which serve as a firm base
for good cyber resilience.

e C(ybersecurity Training and Awareness: Although training and awareness programs
have been shown to improve organizational resilience, their impact was not as strong
as that of risk assessment and mitigation strategies. The results suggest that although
training is important in fostering a security culture within an organization, its
application on the elasticity of the organization depends on other factors such as the

incorporation of other practices in the cybersecurity stalwart.
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e Incident Response Readiness: The study brought out incident response readiness as a
vital aspect of organizational resilience. Organizations with dedicated incident
response plans and conduct regular drills are in a position to reduce the effects of
cyber-related incidents and bounce back quickly. This finding highlights the

importance of being ready and nimble against cybersecurity threats.

4.5.3 Implications of Findings

The results of this research study would have far-reaching effects on both theoretical and

practical areas:

e Theoretical Implications: In terms of theoretical implications, this work improves on
the existing theoretical framework by seeking to ascertain the relationship between
cyber security risk management and organizational resilience. Along these lines, the
findings corroborate with theories that posit that security has a strategic incorporation
towards building resilience and adds to the literature by providing evidence in support
of practices such as risk assessment and mitigation strategies that are specific.

e Practical Implications: As for practitioners, the study shed light on how organizations
can strengthen their resilience by embracing better cybersecurity measures. A
conclusion from the results is that for an organization to become resilient, it must
adopt a multi-dimensional approach to cyber security encompassing a detailed risk
management process, adequate risk treatment approaches, and emergency
management. Financial services ones especially could be gleaned primarily by

adjusting their cybersecurity preferences to the area as highlighted above.

4.5.4 Contribution to the Field

This work is an important addition to the existing works in the area of cybersecurity and

organizational resilience in that it provides cases from the perspective of the financial
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services sector. It enables a detailed analysis of the impact of certain organizational measures
on specific resilience indicators, functioning as a connection between GSD theory and
practice. The results of the study are able to contribute to the creation of more adequate
strategies and practices for cybersecurity especially in financial services and other sectors

with a similar problem.

4.5.5 Limitations and Future Research Directions

Even though the findings of this study are validated, it is worth mentioning the limitations

that may pose a threat to the attainments:

e Sample Size: The sample size affording the objectives of this study is however note of
a great help in generalization of the findings to wider sections of the population and
therefore future studies should incorporate a bigger and more representative sample in
order to affirm these findings.

e C(Cross-sectional design: The limitation of such cross-sectional design to this study is
the inability to make causal conclusions. Longitudinal studies are needed to measure
the dependency of cybersecurity practices towards organizational resilience.

e One industry/domain only: This study conducted in financial services industry, which
could have its own security threats and supervisory demands. Though some of the
findings may be applied into this sector, such a study could be extended to other

sectors as well, considering the nature of the other industries.

4.5.6 Conclusion

In summary, this study analyses the relationship between the cybersecurity risk management
within the organization and the organizational resilience in the context of the financial
services sector. The results of this study are also rather alarming as they indicate the necessity

of thorough risk assessment, elaboration of measures aimed, as well as being prepared for
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incidents. It should be stated that training and awareness programs are also important,
however, such most effective when combined with other cybersecurity practices. The
contributions of this paper help in filling the gaps in the existing theoretical perspectives of
cybersecurity and resiliency and practical approaches which can enhance organizations’
cyber threat and resiliency level in the course of transformation of new challenges. The above
prognosis warrants future studies to investigate this phenomenon in other settings and sectors

to extend the teachings derived from this study.
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5. Discussion

5.1 Introduction

Chapter 5 of this doctoral thesis, which is the last chapter of the work, can be seen as the
closing section of the research where a detailed analysis of the results contained in the
previous chapter is made. The importance of this chapter cannot be underestimated since it
states and discusses the findings of the analysis and draws out their broader theoretical and
practical meaning. This chapter has the intention of evaluating the important results of the
investigation in respect to the research questions and objectives, measuring the results against
the existing literature, and so enabling the writer to form ideas that are new in the field of

cybersecurity risk management and organizational resilience, particularly, in practice.

In this introductory section, an overview of the chapter is given, focusing on the content and
structure that will be revealed indispensably in the course of the study. These arguments will
depend on the meaning of the results, the degree of conformity or the discrepancies of the
results with earlier studies, and the benefits they offer to theory and practice. Also, the
chapter will make suggestions for the financial services industry on how to improve their

cybersecurity and therefore their organizational resilience.

Setting the Scene

The implications of this research as chapter four presents, clearly demonstrate some
important elements of cyber security risks management practice and their role in building the
organizational resilience. These findings are not only pertinent to the financial services
offered but also help in addressing the wider issue of how organizations are able to handle the
threat of cyber risks in an effort to create and maintain their resilience within the evolving
threat. Each of these findings will be elaborated with relevant details supported by actual

statistics from the literature review in the subsequent chapters.
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Analysis of the Purpose of the Discussion Chapter

This discussion chapter covers a number of auxiliary purposes, some of which are quite

subtle:

1. Explanation of the Results: To explain the results in more detail, addressing the
contributions in relation to the defined aims and questions. This will offer an
opportunity to evaluate the significance of the results within the study and how the

results add to the body of knowledge.

2. Relation to Other Studies: To relate the results obtained in this study to the results of
the previous studies conducted in the same field. This relation will assist in
establishing or disproving the existence of similarities or differences with the current
research and other external researches thereby situating the research in the wider

scope.

3. Implications for Theory and Practice: Understanding what theoretical and practical
implications arise. So the discussion will address the way in which the results achieve
the theoretical development in the field of cybersecurity risk management and
organizational resilience as well as steps which can be implemented by the

organizations to utilize these results.

4. Recommendations for Organizations: To elaborate concrete action off the shelf
recommendations for organizations, especially financial services providers. The
recommendations will be based on the findings of the discouragement with the view
to improving the cybersecurity measures so as to enhance the organizational

resilience.
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5. Summary and Conclusions: Writing down the main issues dealt with in this chapter
and including general conclusions about the entire work performed. In this section,
the core of the research will be depicting the research outputs that were achieved and

the contributions that were made in the discipline as well as intended future works.

Laying Ground for the Coming Sections

This introductory section lays the groundwork for what follows in Chapter 5, where each of
the elements of this including the key objectives of the study will be addressed. The ensuing
sections will provide key findings and their discussions (5.2), their relationships with other
research (5.3), their theoretical and practical significance (5.4), proposed actions for
organizations (5.5) and closure remarks of the chapter (5.6). This chapter offers an overview
of how this study advances the literature on cybersecurity risk management and
organizational resilience; what lessons can be learned and what practices adopted to achieve

such purposes.

In presenting a critical analysis of the data collected this template directs the discussion in
such a way that it is exhaustive and coherent with the main purposes of the study thus

forming a sound framework for the final chapters of the analysis.

5.2 Discussion of Key Findings

This section revolves around explaining and elaborating on the most significant results of the
study with the emphasis on how they answer research questions and objectives specified in
the previous chapters. Such a discussion not only makes sense of the data within the confines
of the study but also contextualizes these findings within a current phase of cyber risk

management and organizational ability to withstand such threats. This way, it shows where
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the importance of the findings lies and what these may mean for organizations, especially

those within the financial services industry.

5.2.1 Cybersecurity Risk Assessment and Organizational Resilience

One of the most important conclusions of this study concerns the level of detail to which
organizations go to when carrying out cybersecurity risk features and the level which the
organizations can withstand risks. From the analysis of the data, it was noticed that
organizations that conduct extensive cybersecurity risk assessment normally are more
resilient to cyber breaches. This observation brings out the importance of developing a stance

where risks can be recognized and assessed as the foundation of the cybersecurity posture.

e Understanding of the Finding: Cybersecurity risk assessment entails the
understanding of potential threats and deficiencies in an organization’s information
technology structure and their general analysis and evaluation. This helps in the
prevention of such risks in the first place, by ascertaining risks involving cyber
activities, that the organization might face in future. And if there is such an incident,
organizations will be ready for it, which in turn will improve their stability.

e Implications for Organizations: For organizations, specifically in the financial
services industry where the stakes are on the higher end, this finding emphasizes that
there are some resources that should be put in place to ensure that thorough and
dynamic processes of risk evaluation are in practice. Organizations have to strategize
on their risk assessment policies, ensuring that they are well and all-inclusive and
inclusive of the components of their information Technology systems and processes

and, that they do nOt remain static.
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5.2.2 Effectiveness of Risk Mitigation Strategies

The study further revealed that in increasing organization resilience, enhancing and putting in
place proper risk strategy measures are important. Organizations which undertake
pre-emptive actions, such as the use of state of the wire security controls, having incident
interventions plans, conducting periodic cyber security evaluative assessments have optimal

prevention and recovery rate from happenings of cyber events.

e Understanding the risk measures: The strategies adopted for risk reduction within an
organization are aimed at minimizing the extent of risk consequences that has been
recognized. The strategies focus on specific weaknesses and threats that have been
identified and are assessed for risk improvement in order to offer the expected
benefits. The results of the study indicate that an organization’s commitment to
developing and resourcing customized strategies for risk management improves the
organization’s resilience to cyber incidents and enhances business continuity.

o Constraints for Organizations: This finds and emphasizes that it is crucial for
organizations to take a more strategic posture regarding security. It suffices to say that
simply identifying risks is not the only thing that organizations have to do. They have
also to adopt measures to reduce those risks. This could involve several means
including technical controls such as firewalls and encryption; procedural controls such
as incident response plans; organizational controls such as programs of training and
awareness in cybersecurity. Financial services organizations in particular should not
ignore these strategies as the information that they work with is sensitive and a

cybersecurity breach can have grave consequences.
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5.2.3 Training and Awareness of Cyber Security Issues

The research found that it is not enough for organizations to implement a cybersecurity
training and awareness program only. Organizations get additional improvement on the level
of resilience by introducing training as a part of other practices related to cybersecurity-

training only does not achieve a lot impact on the level of resilience achieved.

e Interpretation of the Finding: Security training and awareness programs play a critical
role in establishing a security culture in the organization’s employees. Such programs
assist people in any given organization to appreciate the need for cybersecurity and to
be able to identify threats and respond appropriately. However, the study finds out that
such programs are much more effective when they compliment other similar
programs in the organization’s structure, both in terms of risk management and
strategy formulation.

o Implications for Organizations: This finding indicates that organizations should
consider adopting a more comprehensive approach to the provision of cybersecurity
education. To put this into action, training should not be viewed in isolation but within
the bigger picture that seeks to answer what is done in the organization, to deal with
the threats posed by the employees. For more financial services organizations, this
conjoining of practices is most important because the personnel is often the gateway

to the achievement or breach of the services.

5.2.4 Incident Response Readiness and Recovery Capabilities

The exploration found a significant correlation between the state of preparedness for more
cyber incidents not occurring and more rapidly recovering from quicker techniques of cyber
incidents. Those organizations which had a well documented incident response plan coupled

with regular drills were found to recover quicker and with minimal disruption to operations.
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e Interpretation of the Finding: Incident response readiness refers to the level of
preparation of an organization regarding cybersecurity incidents. This entails
preparing the organization with an incident response formulation of attack,
performing simulations of the plan periodically, and training all the necessary people
in their respective duties in case of an attack. The attempts made within the study
reveal that organizations who embrace incident response preparedness are more
resilient since they are able to reduce the operational risk related impacts due to
efficient response and recovery after such incidents.

e [Implications for Organizations: This finding stresses the need of including incident
response as a core aspect of organizational flexibility and sustainability. Organizations
in the financial services industry in particular must ensure that they have adequate
incident response capabilities and these plans must be practiced and reviewed.
Further, organizations need to create a preparedness organizational culture where

employees will know what they are to do when an incident occurs and how to do it.

5.2.5 Incorporation of Cybersecurity Procedures into Business Processes

One of the main points within the major findings is the necessity to incorporate the various
cybersecurity practices which include, risk assessment, risk mitigation, risk training, risk
response into one strategy. The research established that organizations with integrated
cybersecurity strategies are likely to be more resilient compared to those who are fragmented

or siloed in terms of their approaches to it.

e Finding interpretation: Practising the integration of the cybersecurity practices will
ensure cohesion in the organization’s overall defense mechanism against various
cyber threats. The more these practices are integrated, the more likely any existing
organizational defensive gaps are identified and acted upon which ultimately

improves resilience.
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e Implications for organizations: For organizations, this finding emphasizes more on a
strategic view rather than better policies when it comes dealing with challenges of
cybersecurity. Instead of compartmentalizing risk assessment, risk mitigation, risk
training or risk response, organizations must ensure that these practices are practiced
in a chain and support each other. This matrix approach is essential in particular in the

field of financial services, due to the complexity of operations and data involved.

Summary of Discussion of Key Findings

The major highlights of this research augment our understanding of how organizations can
improve their cybersecurity capacity, and especially, in the financial services industry. The
study emphasizes risk assessment, risk elimination, training and awareness programs, and
incident handling. All of these practices constitute a cybersecurity posture that forestalls,
suppresses and manage cyber threats effectively. The importance of these key findings can be
appreciated on both theoretical and practical levels by enabling the pathway concerns for
future research expand as well as the measures that organizations can take towards the

improvement of cybersecurity defenses and the overall organization resilience preparedness.

5.3 Comparison with Previous Research

This section deals with the comparative analysis of the findings of this research with previous
research findings in the field of cybersecurity risk management and organizational resilience.
The objective of this relation is to place the present report in the context of other scholarly
work, where similarities and dissimilarities with prior research have been highlighted, and
how the findings fit in or oppose to existing theories and practices. Achieving this aim makes
it possible to regard the outcomes of the ounter accounted for in the study as having real

significance to both theory development and real life aspects.
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5.3.1 Harmony with Preexisting Theories and Models

When looked at in detail, these findings are found to be consistent with widely accepted
theories and models in the domains of cybersecurity risk management as well as
organizational resilience. The positive association of conducting extensive cybersecurity risk
assessment and the effect of improving organizational resilience is consistent with the RMF
risk management framework as discussed in relation to this study. A risk management
framework implies, organizations needs a systematic way or procedure of seeking,
identifying, comprehending, and neutralizing risk factors to facilitate continued

organizational security and resilience.

e Supporting Evidence from Literature: Other authors like NIST (National Institute of
Standards and Technology) have earlier stated how critical an organized risk
management process is if at all an organization wants to protect its assets and continue
operating. This thesis's conclusions are in agreement with this argument whereby it is
observed that organizations that undertake an elaborate assessment of all associated
risks are in a position of both preventing and recovering from any and all cyberspace
attacks, namely cyber attacks.

e Contributions to Theory: In addition to that, this analysis adds to the umbrella of
knowledge by presenting practical results that underpin the effectiveness of RMF and
other related models. It further argues that there is no end when it comes to the
process of risk management, there is a need for institutions to carry out constant
measures with regard to the threats for their systems with respect to the existing

environment.
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5.3.2 Differences from Previous Studies

While the results in this study are generally in agreement with findings from the available
literature, there are ways in which this study diverges from previous works. One of these
pertains to the effectiveness of conducting cybersecurity training and programs. Practice has
shown that such programs improve weighted average cybersecurity posture for the
organization. In this study this was true but only if such measures are taken as part of the

better organizational effort on cybersecurity.

e Challenging Established Assumptions: This finding contradicts the assumption that
one solely relies on cybersecurity training and awareness programs to enhance
resilience. Rather, it posits that these programs must be supported with composed
frameworks such as risk assessment, risk communication, risk mitigation and
response. This is particularly noteworthy because it brings up the understanding of the
complexities that lie within building organizational resilience and raises the target of
more holistic management of all the security concerns.

e Implications for Future Research: The divergence from past studies changes the
dynamics of this subject of research. We suggest that future studies could investigate
the optimal conditions of the efficacy of cybersecurity training and awareness
programs and the means of conducting these programs within the wider context of the
organizational strategy on cybersecurity. Also, there is demand on the substance of
integrated cybersecurity measures in the context of organizational resilience and so

further studies can be sectoral based.

5.3.3 Contribution to Practical Knowledge

This further contributes to the body of knowledge in an authentic manner of practice,

particularly, the organizations under the financial services sector. Earlier writers have paid
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attention most on the theoretical part on the management of threats relative to information
systems rather than in practice. This research addresses that deficiency by offering

suggestions in a way that companies will be able to increase their resilience.

e Organizational consequences: The research findings indicate that it would be
appropriate for organizations to take an integrated approach towards cybersecurity,
where risk assessment, risk mitigation, training, and management of cyber incidents
are carried out under one umbrella. This practical perspective is more pertinent in
financial services organizations where a lot is on the line and derogatory effects of
cyber attack incidences can be severe. For instance the studies focus on incident
response readiness can lead organizations to take action in terms of regular practice
and enhancement of outlining incident response plans to be operational whenever
required.

e Practical Contribution: The research adds to practice by recommending actionable
steps that can be taken by the firms. In particular, results of the present research could
help leverage resources within the agencies as a means to cover the costs of periodic
risk evaluations and comprehensive cybersecurity measures. These initiatives are not
only aimed at improving the organisational capability but also at meeting the legal

requirements which are of great concern in the financial services industry.

5.3.4 Comparative Analysis of Methodologies

This section also highlights the differences in the methodologies employed in this study and
those in other studies. The methodology employed in this research, that included both
qualitative and quantitative data analysis, gives a better perspective on the linkage between

cyber-risk management and the resilience of the organizational structure.
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e Comparison with Prior Methodologies; It is noted that earlier works have most often
applied qualitative case studies or quantitative surveys to research cyber security and
resilience. Such methodologies are useful to define certain aspects, however, may not
address wholly the interrelation between these two phenomena. The mixed-method
framework used in the present research enables us to remedy these shortcomings,
allowing qualitative data to unfold and quantitative data to be applicable.

e Methodological Contributions: The inclusion of a mixed-methods approach in the
current research expands the body of existing literature by exemplifying the
usefulness of integrating various methods in studying a problem that would otherwise
be difficult to tackle. This model may be very useful in advancing future studies as it
may motivate other researchers to employ similar methods of study in the field of

cybersecurity and resilience.

5.3.5 Synthesis of key findings with theoretical frameworks

The major findings of the study are synthesized and linked to the existing theoretical
frameworks so as to provide an understanding of the position of the new findings within the
existing body of knowledge. This synthesis does not only show the theoretical advancement
made by a given study but also points to the gaps in the findings that may be used to broaden

the existing frameworks.

e Integration with Theoretical Frameworks: The findings in respect of risk assessment,
risk mitigation and incident response are synthesized with the existing findings of risk
management for instance the NIST Cybersecurity Framework, and the ISO/IEC
27001 standard. Such integration provides evidence on the relationship between the
study's findings and these frameworks and how the general frameworks addresses and

serves the organizations' needs in developing effective practices of cybersecurity.
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e Extension of Theoretical Models: Besides corroborating the existing theories, the
analysis also advances them by providing new perspectives with respect to integrated
cybersecurity practices and resilience enhancement. Such theoretical models
enhancement offers more detailed explanation as to what fosters organizational

resilience and sets a foundation for subsequent inquiries.

Conclusion of The Comparison with Previous Research

To sum up, the outcomes of this research provide contributions to theoretical and practical
issues. It is correct to say that they conform to many established theories and models but they
go against some of the assumptions and explain integration of the practices from a new
perspective. A comparison progressively persistent with previous work highlights the need
for a multimodal approach which blends cyber security and other aspects such as resilience
which are pertinent to both academics and practitioners alike. This chapter not only positions
the current study within the larger academic debate, but also states its relevance for
companies striving to improve their cybersecurity and resilience in the warfare that faces

modern organizations.

5.4 Implications for theory and practice

This study has both theoretical and practical implications. It advances our knowledge of
cybersecurity risk management and organizational resilience and also provides insights for
practice. The aim of this section is to show the theoretical contributions as well as the

findings for practitioners in the field of finance and in other domains.

5.4.1 Theoretical Implications

This study makes an important contribution to our theoretical knowledge on cybersecurity

risk management and organizational resilience. The findings enhance and build on the
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existing theories and provide the understanding on the interaction and transitions between the

two concepts.

e Expanding Existing Frameworks: Organizational resilience frameworks that such as
Hollnagel (2011) and Sutcliffe & Vogus (2003) have been put forth and discussed
within the business literature have predominantly emphasized adaptive capacity and
robust systems as key in the business resilience. Still this study provides an additional
element as it illustrates how proactive mechanisms for identifying and managing and
mitigating potential cyber threats can improve resilience. Resilience frames of
reference are likely to become more well-rounded and comprehensive with the
inclusion and assimilation of cybersecurity practices as these emphasise the
prevention of even avoidance of risks and threats rather than only the avoidance of
their potentially negative effects.

e Refining Cyber Security Theories: The refinement of theories of risk management is
the other kind of enhancement that this study brings to the field of cybersecurity. For
instance, NIST Cybersecurity Framework has classically concentrated on the phases
of identify, protect, detect, respond, and recover. This study reinforces the importance
of focus on these elements but also stresses on the necessity of a continuous update of
risk assessment and risk mitigation strategies. This process ensures that organizations
are reactive and flexible enough to the changing nature of threats thereby improving
their risk management capability and overall resilience. * Bridging the Gap Between
Disciplines: Another theoretical implication of this study is the bridging of the gap
between cybersecurity and organizational resilience as two separate yet interrelated
topics. Recent studies have often examined these aspects separately as if they are not
related but the present study is based on the underlying principle that these areas are

interrelated. This added perspective motivates the academic field to pursue an
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integrated approach in future studies with the focus on how aspects of the
cybersecurity practices can be ascribed within systems on resilience.

e [mplications for Future Research: The research presents new possibilities for further
investigation, in particular, the possibility of studying the long-term effectiveness of
more complex accommodation of cybersecurity and resilience measures. Further
development of this line of research may explore how different industries adopt these
strategies and the reasons behind their success/failure. Also, as a direction for future
research, it may be helpful to examine the impact of new technologies, inter alia,
artificial intelligence and machine learning on cybersecurity and resilience of

organizations.

5.4.2 Practical Implications

Apart from the advances made in theory, it should also be emphasized that this study offers a
great deal for practitioners in particular, for the representatives of the financial services
market. The results also contain a set of practical recommendations that can be put into

practice in order to enhance cybersecurity as well as the resilience of the organization.

e Enhancing Risk Management Practices: The risk management practices however still
need improvement as per one of the recommendations of this study. This includes not
only going beyond the initiation of risk assessments, but also the need for constant
reflections on the existing policies and adapting them to new risks. In light of this it
can be argued that a mechanism for the management of threats that will be of systems
and will be able to reorganize in situations when new threats emerge has to be

constructed. This foresight oriented approach will enable organizations to
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comprehend emerging threats before they have occurred, thus preventing incidences
of failure.

Embedding the Cybersecurity Policy in the Overall Strategic Vision of the
Organization: The research highlights the need to shift the approaches whereby cyber
strategies are viewed as a separate and distinct instance from the overall
organizational strategy. This integration of strategies practice is done to ensure that
cyber security is not seen as an isolated exercise but rather, one that is an important
building block of the organizations overall resilience. For the practitioners, this means
creating cyber initiatives that are relevant to the business and ensuring that all
business strategies integrate cyber security. This integrated approach will assist
organizations in engendering a culture of resilience where cyber’s are deemed as
every employee’s concern as opposed to being the CIO’s domain.

Creating the Capacity to Respond to Cyber Attacks: Another its practical implication
in this study is that organizations need to invest in strong capacities that will enable
them to effectively respond to incidents. The results highlight that organizations that
are mature in terms of preparing and worrying about cyber incidents are more likely
to withstand the occurrences of such events and recuperate faster. The focus for
practitioners should be on building and rehearsing incident response plans on a
frequent basis so that various objections concerning various issues will not have to
arise as those issues would be dealt with. Furthermore, efforts to help instill these
values should also be extended into training and awareness in the workplace so that as
many people as possible are acquainted to the ways of incident response and how to
help in a cyber incident.

Enhancing Cooperation and Information Exchange: The research further indicates that
collaboration and information exchange are critical factors in improving cyber as well

as organizational resilience. Practitioners are encouraged to engage with external
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organizations, such as industry competitors, regulators and other parties with
knowledge of cybersecurity. To improve the capacity of an organization in cyber
incidents, organizations should share information concerning threats and
vulnerabilities. Also, collaborations with external partners enhance organizational
resiliency by providing adequate resources or expertise that may be unavailable
within the organization.

e (ustomizing the Approach to the Financial Services Industry: This particularly
applies to organizations providing services in the financial service industry even
though the results of this study can be applied broadly. Due to the nature of this
sector, which has high stakes and regulatory constraints, the practitioners should seek
to design personalized strategies for cybersecurity and resilience that solve their
struggle. This includes ensuring that various regulations especially GDPR and PCI
DSS are met while also integrating various technologies that promote both cyber and

operational efficiency.

5.4.3 Implications for Policy and Regulation

The results obtained from this study also hold great significance for policymakers and
regulators. As cyber risks continue to be on the upward trend, so is the demand for policies
and regulations that not only enable but also encourage entities to adopt best practices in

recovery and risk management.

e Better practices implementation: Policymakers and regulators can be at the forefront
in convincing organizations of better safety and security and resilience of systems.
One of the most common forms of this advance would be, for instance, the
establishment of requirements and norms that capture the basic elements of a cyber

risk management policy effectively. Furthermore, upon taking the above measures, the
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regulators may offer rewards for the proactive actions by the organizations in
strengthening cybersecurity such as providing tax rebates and other financial benefits.
Enhanced Regulation: The study further points towards the need for the further
enhancement of the existing laws or development of new laws with respect to the
security and resilience of the cyberspace. Hence this also requires for example
mandatorily carrying out risk assessments, reporting of incidents and any such other
actions that would ensure organizations are not left unequipped for cyber attacks. If
the regulators moved in such directions, they would be raising the minimum baseline
of cybersecurity and resilience in the entire industry.

Internalising Benefits of Cyber Security Strategies: As a matter of last consideration,
this paper somewhat underlines the need for internalisation of cyber security for both
national and sectoral perspectives. To address this situation, policymakers should
assist in the promotion of such activities by preparing the ground for such needs of
sharing the available information and providing resources to undertake collaborative
activities. This would allow the establishment of a collaboration that includes with
government agencies, industry and cyber within the same initiative and all work

together to end up with priorities and effective action plans to deal with the threats.

Winding Up

As the study concluded, the consequences of this study are considerable in scope affecting

theoretical development as well as real-life implications in the field of management of cyber

security risk and organisation resilience. The work adds to current knowledge within the field

by extending existing theories and returning intersection of the cyber domain and resilience.

On the other hand, practitioners benefit from the findings by using them to develop solutions

that would increase the resilience of organizations facing new threats. Furthermore, the

research has meaningful contributions to the funding bodies and policy makers as it
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demonstrates how a type of policy and regulation on supporting cybersecurity and resilience
best practices is warranted. In general, all these implications point to the need for a
comprehensive approach to cyber security risk management, that goes beyond just risk
analysis to include risk management, risk control, and risk sharing among all the stakeholders

involved.

5.5 Recommendations for Organizations

The analysis of the foregoing information indicates that having or adopting sound
cybersecurity risk management practices is of vital importance in enabling organizational
resilience. Thus, based on the individual findings of the research, this particular section gives
practical suggestions for organizations, especially those who are in the financial services
industry. Such recommendations are aimed at enabling the organizations such to efficiently
handle cybersecurity situations, enhance their resilience, and ensure business operations

despite the changing circumstances.

5.5.1 Develop a Comprehensive Cybersecurity Risk Management Framework

It is necessary to create and support the implementation of the plan and policies on
cybersecurity risk management, which should correspond to the business strategy of the
organizations. This framework should encompass the entire risk management lifecycle,

including risk identification, assessment, mitigation, monitoring, and response.

e Risk Identification and Assessment: Organizations should regularly undertake
comprehensive risk assessments so as to understand the possible risk that would
possibly invade the organization. For internal and external risk assessment, these
assessments should include technological, operational, and regulatory risks among

others. Where a systematic risk assessment approach is employed, the organization
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would be able to effectively deal with and prioritize areas of greatest risk according to

probability and severity with respect to potential loss.

Rrisk mitigation - After declaring the risks and evaluating them, it is important for the
corporations and organizations to come up with the appropriate risk mitigation until
deletion policy covers. This can be in the form of technical control like firewalls,
encryption and intrusion detection systems, Administrative control involving policies,
procedures and employee training. They should also devise mechanisms which would
enable... Because they are organizations, it looks like such organizations may proceed
to more advanced options such as the use of artificial intelligence or machine

learning.

Continuous monitoring — Any cybersecurity risk exists within certain parameters,
which may be described in general, but the actual threat has defined limitations. For
this reason, organisations need to develop policies and /or procedures with regard to
the development of capabilities which prevent, detect of mitigate new threats as they
appear. This will involve day to day monitoring of computer networks for malicious
or unauthorized activity which includes emanating from network traffic, system logs,
and other pertinent signs, in addition to routine assessment of existing and up to date

practices and procedures within the Risk Management.

Incident response and recovery — Organizations are yet to understand how to prepare
for and deal with an incident such as a cyber attack that is likely to occur. Firstly, they
should come up with an incident response plan that has specific purposes such as
steps how to recovery information systems after cyber security violated. It is equally
important that the roles and responsibilities of the various parties, communication

mechanisms, protocols and procedures for response, containment, eradication and
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recovery are spelt out. They will implement it, but they will not bust it until it has

passed sufficient time since the last incident.

5.5.2 Cybersecurity in the Organizational Culture

It is necessary to develop a culture of cybersecurity if the organization is to increase its
resilience to any threats. It is important to foster an atmosphere in an organization in which

every member appreciates the importance of cybersecurity.

e Employee Awareness and Training: There should be more resources allocated by the
organizations towards providing their employees with basic and advanced
cybersecurity awareness programs regularly. Topics on phishing, social engineering
manipulation, password health, and how to deal with sensitive information should be
given in such programs. Such training will help prevent potential mistakes by people
that may cause insider threats by informing employees of the existing risks and
effective strategies.

e Leadership Commitment: The top management should have a strong focus on the
aspects of cybersecurity that help in establishing a positive cybersecurity climate
along with the provision of adequate resources to cybersecurity efforts. It is necessary
for the leaders to not only endorse cybersecurity as a vital issue that needs to be
focused on but to also see its incorporation into the core functions and decision
making of the rest of the organization.

e Cross-Functional Collaboration: Cybersecurity must not be limited to the IT
department, but, rather, it needs to be spread out over all the organization’s
departments. For instance, the lawyers, the compliance officers and the human
resources experts should be in close relations with the IT and security departments in

order to ensure that the cybersecurity measures are consistent with the laws and
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policies of the organization. This collaborative effort shall lead towards constructing a

comprehensive turnaround strategy on cybersecurity.

5.5.3 Foster Collaboration and Information Sharing

Organizations should embrace collaboration and solicit transfer of information from other
relevant stakeholders such as industry counterparts, government organizations and even cyber
security specialists. Working Together is crucial for combating new threats and improving

overall resilience.

e Industry Collaboration: Organizations should attend meetings and working groups in
each category of interest devoted to issues concerned with cyber security. There are
forums where organisations exchange threat intelligence, cyber best practices, and
lessons from the cycle of cyber attacks. By sharing the experience of others who have
already faced a cyber attack organizations can raise their level of preparedness and
speed of response to a potential attack.

e User engagement and collaboration practices in Cyber Security include the
involvement of coordination between public and private sectors. Organizations should
be participating in public-private partnerships which are constructive for information
sharing, joint research, and coordinated responses to cyber threats events. Such
partnerships may allow organizations to obtain matching financing, specialized threat
knowledge and other information technologies, resources, and technical capacities for
implementing support measures.

e Global outreach: Since cyber threats can be local or even global in scope,
organizationsalso need to seek collaboration outside human borders. This may require
membership in global alliances, covering such projects as Global cybersecurity

Alliance (Cyber Alliance) or Economic Crime Response Team (E-CRIME).
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Collaborative engagement with external players helps in combating world wide

threats and also extending the scope of net organizations.

5.5.4 Additional Technologies and Innovative Solutions to Support Further

Investment

Organizations should focus on advanced technologies and new innovative solutions that will
help them to strengthen their positioning and withstand upcoming cyber threats. This implies
the employment of the latest equipment and techniques that allow effective control of cyber

risks through enhanced monitoring, operational efficiency, and risk intelligence.

e Artificial Intelligence and Machine Learning Organizations need to look into artificial
intelligence (AI) for the enhancement of their cyber security operations. Further
intelligence augmentation may be achieved through the use of Al systems and
algorithms for anomaly detection, malicious behavior characterization, and threat
detection and mitigation via process automation. Such technologies can also facilitate
preemption of future incidents by predicting and analysing who will most likely
sabotage an organization, and target those persons with appropriate preventive or
precautionary measures.

e Blockchain Technology The potential of blockchain technology as a cybersecurity
enhancement is particularly prevalent in identity security, data protection, and safe
transfer of information. Organizations should consider implementing blockchain
technology for the storage of critical data and assets as well as the management of
digital accounts and transaction approval.

o Zero Trust Architecture: This paradigm has recently gained traction and called the
Zero Trust model. The Zero Trust principle accepts that every user or a computing
device inside the network or outside cannot be trusted by default. Organizations

should utilize technology to adopt Zero Trust principles and make use of multi-factor
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authentication, micro-segmentation, and continuous supervision. This way
organizations will be able to lessen their attack surface as well as the possibility of
unauthorized access to vital systems and information.

e (ybersecurity Innovation Labs: Organizations, however, have to think of coming up
with centers or hubs that are inclined on the threats facing the organizations with the
sole aim of developing counter solutions and new ways to anticipate such threats. The
objective of these labs is to poise the organization at adoption of new concepts, new
and ideation technologies, and introduction of new strategies for combating cyber

threats.

5.5.5 Strengthen Regulatory Compliance and Governance

In terms of cybersecurity and data protection, organizations in the financial services sector
face pensating regulatory applied standards. This ethod includes a more close attention to
compliance and governance, which needs to become a part of each organization’s cyber

strategy while.

e Organizational Compliance: Organizations must take all the necessary steps to ensure
that their activities do not run foul of or violate any cyber security laws or regulations
such as the General Data Protection Regulation, the PCI Data Security Standard, the
rules for establishing the Financial Industry Regulatory Authority. For the provided
objectives concerning cyber security governance, law compliance should not be
viewed in isolation as some legal formality or obligation but is a crucial part in the
management of the organization.

e Information Assurance and Privacy: Apart from fulfilling regulatory obligations, other
expectations in addition to regulatory compliance must include data protection and
privacy. This encompasses effective measures such as data encryption, access

controls, and data loss prevention systems to protect its sensitive data. There is also a
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need for the organizations to have data governance policies that control data
collection, storage, processing, and sharing.

e Governance Framework: The existence of a robust enforcement regime ensures that
all cybersecurity risk management processes are in practice and continually improved.
This involves transparency and clear definitions of the governance for every
organization on its cyber activities. That entails the formation of a cyberspace
committee or operatives with direct reporting to management and the board of

governors to fill the gap in cyberspace management.

5.5.6 Prepare for Future Challenges

It is irrefutable that the domain of cybersecurity changes with time, new threats and
challenges appearing all the time. In order to remain resilient, organizations need to look
ahead and make provisions for its future challenges by being current, flexible and making

plans for tomorrow.

e Continuous Learning and Development: Organizations should ensure that such efforts
are made at educational institutions to train the future workforce. This includes giving
further training and certification, and other career opportunities that helps cyber
security leaders to be familiar with up to date, trends, heads technologies, best
practices etc.

e Scenario Planning and Simulation Exercises: Scenario planning and simulation
exercises should be routinely used by organizations in order to evaluate their ability to
anticipate and respond to certain types of cyber events. These exercises should cover a
range of scenarios, from ransomware attacks to insider threats to data breaches. By
utilizing event-oriented drills, organizations can establish some deficiencies in their

defenses and refine their response methods and response levels to such incidents.
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e Adaptability and Agility: Organization altering without a structured plan in action, all
over the organization needs a responsive approach as this is the only way that issues
can swiftly react with the changing pace. That is, an innovative, complex
web,abandoning any previous static notions in favor for pragmatically adapting to
existing situations and emerging risks. It has leaders that acknowledge and accept that
the business operational environment is greatly volatile, and thus know how best to

position the organization in order to respond to such volatility, and come out on top.

Conclusion

It is worth noting that the recommendations discussed in the current section aim at improving
the effectiveness of their cybersecurity risk management practices and ensuring better
protection against the expansion of contemporary risks. By doing so such institutions will
stand a better chance of preventing cyber crimes and achieving their objectives in the long
run through establishing an all-encompassing risk management approach, incorporating
cybersecurity into the organizational processes, adopting teamwork, advanced technologies,
strict adherence to regulations, and readiness for other possible risks in the next pages. Such
recommendations tend to be most applicable to organizations operating in the financial
services sector as the risk levels are very high and there adverse effects on the business after a
cyber breach. Such best practices allow minimizing risks to the organizations and their

resources as well as ensuring regular functioning of the market.

5.6 Summary

In chapter 5, the implications of the research outcomes have been elucidated fully hence all
perspectives on how the outcomes of this study fit into the existing literature and relate to, or
are different from, studies done, as well as what this adds to both theory and practice has

been addressed. The structure of the chapter has ensured a logical progression from the felt
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challenges to the sought objectives and finally to the actual outcomes in a way that the

discussion cuts across all the relevant aspects raised.

Recap of Key Sections

This chapter commenced with an Introduction (5.1) which clarified its purpose and the scope
of the analysis for the subsequent discussion. It underlined the significance of the critical
evaluation of research findings in terms of their relevance to the cause of cybersecurity risk

and the impact in boosting the resilience of the organization.

Lastly, Under Discussion of Key Findings (5.2), the chapter addressed the most important
outcomes of the research, detailed how such findings correlate with the research questions
posed and the achievements projected by the study. The discussion in this section learned
factors that strengthen or weaken the linkage between the practices of cybersecurity risk

management and organizational resilience.

The Comparison with Previous Research (5.3) section aimed at updating the market research
performed in the previous sections based on the existing literature. It analyzed the results and
whether they supported, modified, or contradicted what had already been known, therefore,
adding to the literature on cybersecurity and organizational resilience. This type of
comparison was important as it helped to support the conclusions made in the study as well as

highlight areas that need to be covered by further investigations.

The Implications for Theory and Practice (5.4) section focused on the results of the study
emphasizing their importance in practical and academic scopes. It explained how the study
addressed research gaps by developing theoretical models on computer security and business

continuity management, as well as providing actionable steps to be taken by companies,
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specifically those in the banking and insurance industries on strengthening their defenses

against cyber attacks.

The chapter completed with Recommendations for Organizations (5.5) where specific
measures were suggested to people who are willing to improve the state of affairs in the field
of the measured parameter. These measures were correlated with the results of the research
and were also aimed at solving the pressing issues that the organizations had in terms of

managing cyber risks and enhancing resilience.

Integration and Contemplation

Last but not the least, Chapter 5 also highlighted the fact that there is an external pressure for
organizations to adopt a more comprehensive approach to risk management, considering
cybersecurity not as a standalone activity but as a part of organizational resilience. Based on
the results presented above, it may be concluded that these two aspects are interrelated and
there is a need for embracing a comprehensive model by organizations with respect to

technology and people.

It has emerged from the preceding debate that there are sectors that have enhanced
cybersecurity practices within themselves, financial services sector being one of them. Such
challenges include unquestionable comprehension of the changes and such threats capable of
hindering the operation of organizations, the promotion of cyber security as part and parcel of
the organizational culture and cutting down channels with other people or places to further
safeguard organizations. Solving these challenges would call for an all-rounded effort from

organization members from top management to the average employee.

Additionally, synthesis of cybersecurity and organizational management revealed that the

security, particularly the cyber one, cannot be static. Following this principle will enhance
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their ability to cope with the changing nature of threats and hence increase the longevity of an

organization in the present day.

Anticipation

The content of Chapter 5 takes stock and functions as the last bridge to the last chapter of this
thesis. Some key contributions, limitations and, suggestions for further research are discussed
in this chapter. These contributions are already valuable for the understanding of the
significant impact of this study as well as developing direction to enhance the development of

cybersecurity risk management and organizational resilience.

With that said, a good conclusion paragraph of a chapter does bring important conclusions
and makes some interesting contribution both to theory and practice of addressing the
research problem. This recommended approach has been discussed in this chapter within the
expectations of assisting the organization to improve resilience to cybersecurity and protect
from the changing environment. As we come towards the end of the paper, the last chapter
will focus on consolidating these insights and providing an overarching closure to the

research.
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6. Conclusion and Recommendations

6.1 Conclusion

In light of the nature and means of the financial services utilized by the organization, the aim
of this work was to examine the links between cybersecurity risk management practices and
organizational resilience. The greater will be the connectivity of the systems, the more
advanced risk management strategies will be. In this regard, default in the scope of the study
focused on internal and external aspects of the rise in resilience of organizations through
investment in cybersecurity strategies performed by the organizations. Summary of Key
Findings This would invariably mean that cyber risk management is not the preserve of I.T
Department or even technology alone, it is a matter of strategy for the organization. Issues of
cyber security or activities to counter these threats are considerably appreciated at the board
level rather than left to the IT department or section. It has been asserted in the study that
organizations with developed cybersecurity capabilities are likely to avoid and further recover
from negative impacts of cyber events, hence ensuring continuity of business operations and

support of stakeholders’ interest.

Additionally, the research also emphasized the need to incorporate a more focused and
compatible approach to managing cyber issues. This not only involves deployment of newer
technology but also establishing an organization’s culture that is very much aware of
cybersecurity issues. According to the findings, there are organizations this has a strong
training and awareness structures or membership that embraces interdepartmental and

outsiders’ engagement that make them cope with cyber attacks.

As mentioned elsewhere in this report, the research also stated the need for regular reviews
and changes in the management of cybersecurity risks. Because cyber risks remain a moving

target, organizations cannot afford to be complacent and must constantly review their risk
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management processes to factor in changes in the risk landscape. It is this participation
directed towards the pursuit of cybersecurity that sustains the organization in terms of

resiliency in the long run.

The contribution to theory and practice

These findings have serious consequences for both theorizing and practice based on the
practical implications of the study in question. The study also brings about a theoretical
contribution in the sense that it adds to the existing literature on cybersecurity as part of the
organization’s resilience strategy and not merely as a primitive defensive measure. This
provides extant conceptions that have integrated resilience and cyber risk management with
new contexts of how organizations can manage risks from a broader spectrum of

vulnerabilities.

In terms of pragmatism, the research has a number of practical implications for organizations
wishing to improve their resilience. The research outcomes can also be used to help devise
optimal crisis management measures in the area of information security, thereby allowing the
organizations to enhance their risk management and event management capabilities. The
practical implementation carry the following investigations provide measures for
organizations to take on board their unique risks and risk culture against the relevant

cybersecurity architecture.

Research Contributions

This study has made several key contributions to the field of cybersecurity and organizational
resilience. Within the first contribution, it has been able to highlight important areas of
cybersecurity risk management practices which have a bearing on their overall efficacy and

therefore, pointing out how the organizations can possible strengthen their system. The
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second contribution encompasses the relationship between cyber security and organizational
resilience where it has been observed that these two aspects cannot be treated independently
and therefore should be integrated and implemented in a holistic way which embeds risk in

all manner of organizational strategy and operations.

Furthermore, the study has offered practical evidence that justifies the use of a proactive and
synchronized edge toward cybersecurity. The research has helped understand how
organizations within and outside the financial services industry should operate in order to

mitigate exposure in the digital space.

Study Limitations

This research has offered a lot regarding the subject in question. However, it is worth
mentioning that this research has certain limitations. The investigation cover only
organizations primarily located within the financial services sector, so the results cannot be
applied in full to industries of other kinds. The study was more concerned about strategy and
organization of cybersecurity than the practical and supporting activities. More work in these
areas could be intensified in subsequent studies to further the knowledge of cybersecurity and

the practice of managing cybersecurity risks.

Moreover, the study used data gathered from organizations at a certain point in time which
may pose limitations in addressing the dynamic nature of the problem of cyber risks.
Therefore, the conclusions have to be evaluated regarding the historical context in which this
research was performed, and further studies, which seek to track the evolution and change of
adoption and practices of cybersecurity measures by organizations in the future may be

necessary.

Final Remarks
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To summarize, this study has underpinned the importance of cybersecurity risk management
in the development of organizational resilience. By applying a strategic, rather than reactive,
and often holistic paradigm to address cyber security threats, organizations will be able to
better position themselves at risk of cyber attacks and remain sustainable in the long run. This
lays out the groundwork for future studies and offers practical recommendations that

organizations can put to enhance their resilience on an ever changing dynamic digital space.

The convergence of the physical and digital worlds makes the importance of cybersecurity
risk management an issue that has to be looked at today. Organizations that strengthen today
their cybersecurity posture will be better prepared to deal with the challenges that will lie
ahead of them in the future and thus their success and resilience will not be in question in the

coming years.

6.2 Recommendations for Future Research

The present research has discovered some of the aspects of the relationship between
cybersecurity risk management and organizational resilience, however, it has revealed some
boundaries of intervention. Cybersecurity is a domain that is constantly changing and,
therefore, constant research is required to keep up with the new threats, security
developments, and best practices. Here are some of the most important directions in which

research could be developed further:

1. Extending the Reach Beyond Financial Services Appears Restrictive

This research was limited to the financial services sector. It should be noted that
despite this sector being the most evergreen to cyber threats considering the wealth of
the assets it handles, it is undoubtedly not the only industry that requires the
management of cyber risk. Future studies should target other areas including but not

limited to health care, manufacturing, retailing, and legislation. These fields present
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different cybersecurity issues and learning how risk management is applied across
different industries could enable have an inclusive look at cyber security and

organizational resilience.

2. Longitudinal Studies concerning Cybersecurity Practices

In view of the fact that cyber threats keep changing, there is a need to carry out
longitudinal research that looks at the changes in the cybersecurity practices within
organizations over time. Such studies could elucidate how well various risk
management practices work, and how these are modified to meet new and developing
threats. Furthermore, this would set up a framework within which researchers would
study the effect of cyberattacks on an organization’s ability to withstand such attacks
over time, including the period of recovery from previous attacks, the return to core

business activities, and the impact on brand image.

3. Technical and Organizational Aspects

Even though this study was mainly concentrating on the strategic and organizational
issues of cybersecurity risk management, the future studies might want to look into
the technical aspects as well. This could involve, for example, assessments of
individual hardware and software components such as artificial intelligence, machine
learning, and blockchain as standalone tools against cyber threats. Furthermore, who
would also look at the place of these technical devices in the overall strategy of the
organization and its effectiveness in enhancing organizational resilience? A
combination of technical and managerial approaches will yield better results in the

management of security risks within the organization.

4. The Role of Human Factors in Cyber Security
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As important as it is to the field of study, human factors have largely been overlooked in
this area and, as such, it needs more research. There are opportunities for further studies
to determine the extent to which an organization’s culture, its employees and its training
principles and practice’s impact on the success of any given cybersecurity risk
management activity. Appreciating the human context is important for formulating
devices that protect the systems from external risks, as well as the internal risks, which
may arise out of human factors such as error, negligence or insider threats. There is also a
potential area of research in relation to the impact of cybersecurity culture and stress on

organizational members.

7. Cyber Security and Organizational Resilience Based in Small and Medium Sized

Enterprises (SMEs).

However, this has not been the situation with small and medium enterprises rather
which also has its own security challenges. This is mostly because SMEs do not have
resources and ample knowledge as compared to larger businesses and hence, they are
prone to cybercrimes. More studies are needed to gain a better understanding of how
smaller firms with limited resources can approach the arena of managing
cybersecurity risks and what helps them remain strong against cyber attacks. Such
research could encompass the construction of specific risk governance strategies and

norms for smaller firms.

6. Cybersecurity in the Context of Emerging Technologies

The rapid advancement of technologies like IoT, 5G networks and quantum
computing, brings with it new and novel cybersecurity challenges and opportunities.
Such research will be specifically aimed at management of such technologies and

their impact on cyber security as well as organizational resilience. For example,
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research could explore how IoT devices increase the attack surface for organizations
and what strategies can be used to harden these devices. Likewise, how quantum
computing will change cryptography and its implications in cybersecurity should also
receive more attention. 7. Collaborative Cybersecurity Strategies Currently, due to the
network effect or the systems of inter-linked ecosystems, no organization can be said
to be working in a vacuum. The researcher may find something on the development of
collaboration amongst stakeholders such as industry, government, and others in
protecting cyberspace and increasing resilience. These may include internal studies
investigating the merits of information campaigns, public-private Cooperation, and
Intrastate cyber safety initiatives. At the same time, studies suggest the possibility of

joint action to prepare for or respond to cyberattacks.

Ethical and Legal Considerations Surrounding Cybersecurity Practices

The more developed a cybersecurity practices are the more ethical as well as legal
issues arise. Future studies should seek to identify any ethical issues within
cybersecurity measures, focusing particularly on data, privacy, surveillance and the
deployment of emerging technologies such as Al. In addition to that, the research
might also address the Associated management of the cyber security operational risk
stating additional legal dimensions that may be assumed in such centers owing to such

statutes as GDPR and the establishments dealing with it.

The Influence of Cybersecurity on Organizational Development

Another theme for the future inquiring concerns the improving intertwine of
cybersecurity with the development of organizations. It is obvious that there is no
organization that is secure from risks, thus one of the measures to counter the risks is

putting in place adequate cybersecurity measures. Research should also avail how

141



organizations would effectively exercise these different concepts without inhibiting
any of the components. There has been this misconception that security and
innovation can’t be in equal measure or complement each other within the

organization.

10. How to measure the return of investment on Cybersecurity Investments.

Lastly, it would make sense to conduct studies on the possibilities of evaluating or
measuring the return on investment of the organizations’ attempts at improving
cybersecurity. While many may appreciate the value of cybersecurity, putting a figure
on it often proves difficult. Later studies may engage in the financial and operational
metrics and models, through which the returns of cybersecurity investments would be
articulated allowing organizations to effectively shield their investments and allocate
them wisely. This research could also aim to address how organizations may augment

their cyber-investments with the broader business purpose and goals.

Conclusion

The recommendations of the previous paragraph serve as evidence of the need for such
further research into cybersecurity risk management and organizational resilience. Given the
fast pace at which cyber threats change, it becomes necessary for both the academic and
professional sectors to take on an approach that seeks for new approaches, technological
interventions as well as more defined approaches to improving organizational resilience. In
this way, by filling the gaps as pointed out in the current study and the proposed directions for
further research, both scholars and practitioners will participate in the promotion of modern
cybersecurity measures that will protect organizations operating in a complex networked

environment.

142



6.3 Conclusion

As the concluding portion of this doctoral research, as this work comes to an end, this

particular phase of the research concerning the inter-linkage of cybersecurity risk

management with organizational resilience has provided a number of insights that might only

be critical to theory, but that are also essential in their application in the business world. In

this brief chapter, reflections on the implications of the study, on the challenges, and the

contributions of the organization to a more global, interconnected economy within which

digitalization is a trend are provided.

1.

Relevance of Cyber Security to Modern Institutions

The great technological advancement has changed the landscape in which
organizations operate by providing more ways to be creative, more ways to be
productive, and even more ways to expand one’s market. At the same time, it has
created new risks and exposure, and this is why cybersecurity has emerged as a key
focus of modern business strategies. This research has exposed the fact that there are
no longer secondary issues, but that cybersecurity measures are now at the center of
organizational resilience. Organizational resilience refers to the capacity of an
organization to prepare for threats, resist threats, and recover from threats, especially

cyber threats that would otherwise cause loss to the entity.

Organizations that appreciate such a relationship between cybersecurity and resilience
strategies are likely to address some of the challenges that arise in the digital
economy. Rather, they recognize that investing in effective security measures is not
merely an effort to cement physical assets, but a way of averting disruption,

preserving stakeholder confidence, and protecting the goodwill of the firm.

2. The gradual acceptance of cybersecurity as a business function
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It has been established in the course of this research that, as security technologies
become less often employed within an organization, the organization’s safety heads
must focus their efforts on furthering the safety strategy that is encouraged at the top
level management. Even though the formal responsibility of cybersecurity, as one of
the factors of the resilience of the organization, is in the information technologies (IT)
division, it goes beyond IT department; board room decisions are influenced,
operational strategies are impacted and relations with clients, allies and regulators are

managed differently.

It thus means that they must shift the way they perceive things. While
communications about the strategy are ongoing, cybersecurity should be promoted as
part of the organization’s strategy, with defined governance and leadership
arrangements, and budget set aside specifically for cyber activities. Theoretically, they
should also nurture a belief that when it comes to cyber defense, the responsibility is
shared whereby all employees know what is expected of them in protecting the

organization.
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8. Appendices

8.1 Survey Questionnaire

Introduction to the Survey

This survey aims to gather insights into the influence of cybersecurity risk management
practices on organizational resilience, specifically within the financial services sector. The
information collected will be used solely for academic research purposes, and responses will
be kept confidential.

Instructions

Please answer each question to the best of your ability. For multiple-choice and Likert scale
questions, select the option that most closely aligns with your experience or opinion. For
open-ended questions, please provide as much detail as possible.

Section 1: Demographic Information

1. Age:
o 18-25
o 26-35
o 36-45
o 46-55

o 56 and above

2. Gender:
o Male
o Female

o Prefer not to say

3. Highest Level of Education:
o High School
o Bachelor’s Degree

o Master’s Degree
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o Doctorate
o Other (please specify)
4. Current Job Title:
o [Open-ended]
5. Number of Years in the Financial Services Sector:
o Less than 1 year
o 1-3 years
o 4-6 years
o 7-10 years
o More than 10 years
6. Country of Residence:

o [Open-ended]

Section 2: Cybersecurity Risk Management Practices

1. How familiar are you with your organization’s cybersecurity risk management
practices?

o Not familiar

o Slightly familiar

o Moderately familiar
o Very familiar

o Extremely familiar

2. How would you rate the effectiveness of your organization’s cybersecurity risk
management practices?

o Very Poor
o Poor
o Average
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(o)

(8}

Good

Excellent

3. Which of the following cybersecurity threats has your organization encountered
in the past year? (Select all that apply)

5.

6.

Does

Phishing

Malware/Ransomware

Insider threats

Distributed Denial of Service (DDoS) attacks
Social engineering

Zero-day vulnerabilities

Other (please specify)

your organization have a formal cybersecurity risk management

framework in place?

(o)

(o)

(o)

Yes

No

Not sure

How often does your organization conduct cybersecurity risk assessments?

(o)

Monthly

Quarterly

Annually

Only after a security incident

Never

What methods does your organization use for cybersecurity risk assessment?
(Select all that apply)

(o)

(o)

o

Penetration testing
Vulnerability scanning

Threat modeling
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o Risk scoring and prioritization
o Third-party risk assessments
o Other (please specify)

7. How frequently are your organization’s cybersecurity risk management policies
updated?

o Monthly
o Quarterly
o Annually

o Only after a major incident
o Never

8. Does your organization use any specific cybersecurity frameworks or standards?
(Select all that apply)

o NIST Cybersecurity Framework
o ISO/IEC 27001

o COBIT

o CIS Controls

o Other (please specify)

9. How does your organization measure the success of its cybersecurity risk
management practices? (Select all that apply)

o Reduction in security incidents

o Compliance with regulations

o Improved risk scores

o Enhanced employee awareness and training
o Other (please specify)

10. In your opinion, what are the most significant challenges your organization faces
in cybersecurity risk management?

e [Open-ended]
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Section 3: Organizational Resilience

1. How resilient do you consider your organization to be in the face of
cybersecurity threats?

o Not resilient

o Slightly resilient

o Moderately resilient
o Very resilient

o Extremely resilient

2. What are the primary strategies your organization employs to enhance resilience
against cybersecurity incidents? (Select all that apply)

o Regular backups and disaster recovery planning
o Incident response planning

o Employee training and awareness programs

o Continuous monitoring and threat detection

o Collaboration with external cybersecurity experts
o Other (please specify)

3. Has your organization experienced a cybersecurity incident in the past two

years?
o Yes
o No
o Not sure

4. If yes, how quickly was your organization able to recover from the incident?
o Less than 24 hours
o 24-48 hours
o 2-7 days

o More than a week
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o Still recovering

5. What were the most effective actions taken by your organization to recover from
the cybersecurity incident?

o [Open-ended]

6. To what extent does your organization integrate cybersecurity risk management
with overall business continuity planning?

o Notatall

o To a small extent

o To a moderate extent
o To a great extent

o Fully integrated

7. In your view, what are the key factors that contribute to organizational resilience
in the context of cybersecurity?

o [Open-ended]

Section 4: Relationship between Cybersecurity Risk Management and Organizational
Resilience

1. Do you believe there is a direct relationship between cybersecurity risk
management practices and organizational resilience?

o Yes
o No
o Not sure

2. How would you describe the impact of robust cybersecurity risk management on
your organization’s resilience?

o No impact
o Slight impact
o Moderate impact

o Significant impact
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o Critical impact

3. Can you provide an example of how effective cybersecurity risk management has
improved your organization’s resilience?

o [Open-ended]

4. In your opinion, what are the most important elements of cybersecurity risk
management that contribute to organizational resilience?

o [Open-ended]

5. What improvements would you suggest for your organization’s cybersecurity
risk management practices to further enhance resilience?

o [Open-ended]

Section 5: Additional Comments

1. Please share any additional thoughts, experiences, or suggestions related to
cybersecurity risk management and organizational resilience.

o [Open-ended]
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8.2 Interview Guide

Introduction

Thank you for agreeing to participate in this interview. The purpose of this discussion is to
gain a deeper understanding of how cybersecurity risk management practices influence
organizational resilience within the financial services sector. Your insights will contribute
significantly to this doctoral research. All responses will be kept confidential, and the
information you provide will be used solely for academic purposes.

Section 1: Background Information

1.

2.

Can you briefly describe your role within the organization?
o Probe: How long have you been in this role?

What is your experience with cybersecurity risk management in your current
position?

o Probe: Have you been involved in developing or implementing any
cybersecurity policies?

Section 2: Cybersecurity Risk Management Practices

1.

How would you describe your organization’s approach to cybersecurity risk
management?

o Probe: Is there a formal framework in place?

What are the key components of your organization’s cybersecurity risk
management strategy?

o Probe: Can you describe any specific tools or processes used?
How does your organization assess cybersecurity risks?
o Probe: Are there regular risk assessments? How are they conducted?

Can you discuss any challenges your organization faces in managing
cybersecurity risks?

o Probe: How are these challenges addressed?

How is the effectiveness of cybersecurity risk management practices measured in
your organization?
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o Probe: What metrics or indicators are used?

Section 3: Organizational Resilience
1. In your opinion, how resilient is your organization to cybersecurity threats?
o Probe: What factors contribute to this resilience?

2. What strategies does your organization use to ensure resilience in the face of
cybersecurity incidents?

o Probe: Are there specific practices that have proven particularly effective?

3. Can you provide an example of a cybersecurity incident and how your
organization responded?

o Probe: What were the key lessons learned from this incident?

4. How does your organization integrate cybersecurity risk management with its
overall business continuity planning?

o Probe: Are there any specific policies or procedures in place for this
integration?

Section 4: Relationship between Cybersecurity Risk Management and Organizational
Resilience

1. Do you see a direct relationship between cybersecurity risk management and
organizational resilience?

o Probe: Can you explain your perspective?

2. How has cybersecurity risk management impacted your organization’s ability to
recover from incidents?

o Probe: Are there specific examples that illustrate this impact?

3. In what ways could improving cybersecurity risk management practices enhance
organizational resilience?

o Probe: What areas do you think need the most improvement?

4. Are there any specific cybersecurity risk management practices that you believe
are critical to building resilience?
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o Probe: Why do you consider these practices critical?

Section 5: Recommendations and Future Considerations

1. What recommendations would you make to improve cybersecurity risk
management in your organization?

o Probe: Are there any specific areas that require immediate attention?

2. What do you think are the future challenges for cybersecurity in the financial
services sector?

o Probe: How should organizations prepare for these challenges?

3. How do you see the role of cybersecurity evolving in the context of organizational
resilience?

o Probe: What trends do you anticipate in the next 5-10 years?

Section 6: Additional Comments

1. Is there anything else you would like to add about cybersecurity risk
management or organizational resilience?

o Probe: Any insights or experiences that have not been covered?

Conclusion

Thank you for your time and valuable insights. Your contribution is greatly appreciated and
will play an essential role in advancing the understanding of cybersecurity risk management
and organizational resilience in the financial services sector.
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8.3 Data Tables

Table 1: Demographic Information of Survey Respondents

|Dem0graphic Variable [Category Frequency |Percentage

Age Distribution 18-25 20 10%
26-35 80 40%
36-45 60 30%
46-55 30 15%
56 and above 10 5%

Gender Male 140 70%
Female 55 27.5%
Other S 2.5%

Job Role IT Manager 50 25%
Security Analyst |60 30%
Risk Manager 40 20%
Compliance Officer |30 15%
Other 20 10%

Years of Experience |0-5 30 15%
6-10 70 35%
11-15 60 30%
16-20 30 15%
21 and above 10 5%

Table 2: Organizational Approaches to Cybersecurity Risk Management
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IRisk Management Practice Category Frequency |Percentage
E;Zﬁxfmk()f Formal Cybersecurity Ves 160 0%
No 25 12.5%
In Development 15 7.5%
il;gsus:::zts of Cybersecurity Risk Annually 50 b5,
Bi-annually 60 30%
Quarterly 50 25%
Monthly 30 15%
Ad-hoc 10 5%
[Primary Cybersecurity Tools Used Firewalls 180 90%
Isr;t;'?:;):l Detection 150 750,
Anti-virus Software 160 80%
Encryption Tools 140 70%
Others 50 25%

Table 3: Effectiveness of Cybersecurity Risk Management Practices
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[Effectiveness Metric Category Frequency |Percentage
Overall Effectiveness Very Effective 40 20%
Effective 100 50%
Neutral 30 15%
Ineffective 20 10%
Very Ineffective 10 5%
Areas of Strength Risk Identification 120 60%
Risk Mitigation 100 50%
Incident Response 90 45%
Continuous Monitoring (110 55%
Areas Needing Improvement [Policy Implementation |70 35%
Employee Training 90 45%
Resource Allocation  [60 30%
Incident Reporting 80 40%

Table 4: Organizational Resilience Scores
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IResilience Metric Category Frequency [Percentage

[Resilience Rating High 60 30%
Moderate 100 50%
Low 40 20%

[Key Factors Contributing

i 12 0
to Resilience Strong Leadership 0 60%

Comprehensive Risk Management 110 55%
Effective Communication 100 50%
Robust Incident Response 130 65%
Challenges to Resilience [Lack of Resources 80 40%
Inadequate Training 70 35%
Insufficient Planning 60 30%

Poor Integration of Cybersecurity and

o 50 25%
Business Continuity °

Table S: Relationship Between Cybersecurity Risk Management and Organizational
Resilience
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|Relationship Metric Category Frequency |Percentage
Corre.lation Bet\iv.een Risk Management Strong Correlation [120 0%
[Practices and Resilience
Moderat'e 50 b5,
Correlation
Weak Correlation 20 10%
No Correlation 10 5%
t of Cyb ity Incident
mp.a.c 0 ybersecurity  Incidents —on Significant Impact [100 50%
esilience
Moderate Impact |70 35%
Minimal Impact 20 10%
No Impact 10 5%
mprovement in Resilience Due to[Significant 110 550,
nhanced Risk Management Improvement °
Moderate 60 h0%
Improvement
Minimal ho 10%
Improvement
[No Improvement 10 5%

Table 6: Summary of Key Findings from Interviews
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[Interview Topic Theme Frequency of Mention

gﬁ:;;: ::;Z Reported Resource Constraints 12
Regulatory Compliance 15
Technological Gaps 10
Employee Awareness 18

[Best Practices Identified Regular Training 20
Cross-functional Collaboration |17
Proactive Risk Assessment 15
Strong Leadership 22

[Future Trends and Predictions |Increased Automation 18
Greater Emphasis on Resilience |20
More Sophisticated Threats 16
Evolving Regulatory 12
Requirements
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